Mpukas ®CBE PD ot 27 pnekabpa 2011 r. N 796 "O6 yTBep>xaeHun TpeboBaHUM K cpeacteam
3NEKTPOHHOW noanucu n TpeboBaHUM K cpeacTBaM yAOCTOBEPAKOLLEro LeHTpa"

B cootBeTCcTBUM C YacTbio 5 cTtaTtbn 8 depepanbHoro 3akoHa ot 6 anpena 2011 r. N 63-
®3 "O6 aneKTpoHHOW noanucu'"* NpukasbiBato:

YTBEepanThb:

TpeboBaHuA K cpeacTBamM ANeKTPOHHOW nognuck (npunoxexve N 1);

TpeboBaHnA K cpeacTeBam yoocToBepAtowero LeHTpa (npunoxenve N 2).

OupekTop A. BopTHUKOB

* CobpaHne 3akoHopaTtensctBa Poccurickon ®epepaunmn, 2011, N 15, c1. 2036; N 27,
cT. 3880.

3aperucTtpupoaHo B MuHiocte PO 9 pespana 2012 .
PeructpauyoHHbin N 23191

MpunoxeHue N 1
K npukasy ®Cb PP
oT 27 pekabpa 2011 r. N 796

Tpe6oBaHMA K cpeacTBam 3JIEKTPOHHOM NOANUCHU

. O6wme nono)xeHunA

1. HacTtoAwme TpeboBaHuA pa3paboTaHbl B COOTBETCTBUN ¢ DefeparibHbIM 3aKOHOM OT
6 anpena 2011 r. N 63-P3 "O6 anekTpoHHOM nognucun" (onanee - epepanbHbii 3aKOH).

2. B HacToAwmx TpeboBaHMAX WCMONL3IYIOTCA Creaylowmne OCHOBHbIE MNOHATUA,
onpepneneHHble B ctathe 2 MeagepanbHOro 3akoHa:

1) anekTpoHHaA nognuck (panee - Al) - HpopmaunAa B INEKTPOHHON hopMe, KoTopaA
npucoeanHeHa K Apyrov nHpopmaumm B aNeKTPOHHON dhopMe (NoanMcbiBaeMon UHhopmaumm)
unn wnHbiM o06pa3oM cBA3aHa C TakoW WHGOpMauuen m KoTopaA Wcnonb3yeTcA OnA
onpepneneHva nuua, NoanucbiBaroLWwero MHpopMmaumio;

2) ypocTtoBepAlWwmMA LeHTp (nanee - YL) - topuanyeckoe nmuo UM MHAMBUAOYanbHbIN
npegnpuHMMaTenb, OocywecTBaAlWwmMe (QYyHKUMM NO CO34aHUI0 U Bblgade cepTUduKaToB
Kntoyen nposepkn I, a TakXKe NHble PYHKLNK, NpeayCcMOTpeHHble DeaepanbHbIM 3aKOHOM;

3) kntoy Al - yHuKanbHaA nocnenoBaTesNibHOCTb CUMBOJIOB, NpegHasHavYeHHaA anA
cospanva IlT;

4) knwo4 nposepku 3l - yHMKanbHaA nocnenoBaTesibHOCTb CUMBOJSIOB, OAHO3HAYHO
cBA3aHHaA ¢ knoyom Ol m npepgHasHayvyeHHaA AnA NpoBepku nognuHHoctn Ol (manee -
nposepka 3M);

5) cpeactsa Al - wudpoBanbHble (KpynTorpaduyeckmue) cpeacrtsa, UCMOob3yemble
AnA peanusaumm XoTA 6bl OOHOM U3 cnepyowmx QyHkuuin: cospganme 3, nposepka 3ll,
cosgaHue kno4da 3l n knova nposepkun IAl;

6) ceptucpukar kno4va nposepku Al - 3NEKTPOHHbLIM AOKYMEHT WUNN OOKYMEHT Ha
6ymaXkHOM HocuTesne, BblaaHHble YL nnbo poBepeHHbIM nuuom YL, n noaTtsepykparowime
NPUHAANEXHOCTb Ktoya nposepkn 3l Bnagenbuy ceptudukata knioda nposepku 3.
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3. HactoAawue TpeboBaHMA ycTaHaBnMBalOT CTPYKTYPY U copepaHue TpeboBaHU K
cpencrteam 3[1.

4. HactoAwue TpeboBaHnA npegHasHayeHbl A1 3aKa34yMKOB W pa3paboTymMKoB
paspabaTbiBaembIxX (MOogepHU3Mpyembix) cpeacTts Al npy nx B3aMmogencTsum mexxay cobon,
C opraHusauuaAmMu, NpPoBOAAWMMU KpunTorpaguyeckme, MHXeHepHo-KpunTorpauyeckme w
cneuyansHble nccneposaHuA cpeacts A, @CB Poccun, ocylwecTenaowen noaoTeepXaeHme
cooTBeTCcTBMA cpencTs Al HacToAwmMM TpeboBaHNAM.

5. HactoAwme TpeboBaHmAa pacnpocTpaHAloTcA Ha cpeacTtsa 31, npegHasHadeHHble
ON1A UCnonb30oBaHUA Ha Tepputopun Poccurickon depepaumn, B ydpexaeHuax Poccunckon
depgepaumn 3a pybexxoMm M B HaxogAwmMXcA 3a pybexkom 060Cob6neHHbIX nogpasgeneHnAx
topuanyeckux nuu, obpas3oBaHHbIX B COOTBETCTBUMM C 3aKoHoAaTenbCcTBOM Poccuinckon
depnepauunun.

6. K cpeactBam 31 B 4yactu ux paspaboTKn, NPOM3BOACTBA, peanun3aunn wu
aKcnnyartaumn npeabABNATCA TpeboBaHWA, 3akpensneHHble [lonoxeHnem o paspaboTke,
NPOV3BOACTBE, peanusaumn 1 akcnayaTauumn WnudposasbHbIX (KpUnTorpauyecknx) CpeacTs
3awmnTbl MHpopmaumn (Monoxerne MNMK3-2005), yTeep>kaeHHbIM npukasom OCB Poccum ot 9

dreBpana 2005 . N 66 1 (Cc n3ameHeHnAmMU, BHECEHHbIMK rprkaszom GCB Poccuu oT 12 anpena

2010r. N 173 2, ONA WwudpoBasbHbIX (KpunTorpauyecknx) cpeacTs 3awmTbl MHOpMaUumn C
OrpaHUYeHHbIM [OOCTYNOM, He coaepXXallen CBeOeHWW, COCTaBNAIWMX OCyAapCTBEHHYIO
TanHy.

1 3apeructpuposaH MuHioctom Poccum 3 mapTta 2005 r., peructpaumoHHbii N 6382.
2 3apeructpuposaH MuHtoctom Poccum 25 maa 2010 r., permctpaumoHHbii N 17350.

7. TpeboBaHnA K TeXHONOrmAM co3gaHunAa (hopmmpoBaHua) 1 nposepkn 3l ¢ nomoLbio
cpeactBa 3l ykasblBalOTCA B TAKTUKO-TEXHUYECKOM 3a[aHUN UK TEXHUYECKOM 3aJaHuu Ha
npoBefeHne OMNblITHO-KOHCTPYKTOPCKOW paboTbl MAM COCTAaBHOWM 4YacCTU OMNbITHO-
KOHCTPYKTOPCKON paboTbl No paspaboTke (mMopoepHusauuun) cpeactsa Il (pnanee - T3 Ha
paspaboTky (MoaepHu3aumio) cpeacrtaea JAl).

Il. Tpe6oBaHuA K cpeacTeam Il

8. MNpwu cospanum 31 cpeactaa Al [OMKHbI:
- nokasblBaTb /iUy, NOANUCHLIBAIOWEMY 3NEKTPOHHbIA AOKYMEHT, coAep>XaHue

NMH(OpMaLMK, KOTOPYHO OH NoanucbIBaeT 1;
- cospgasatb 3l TONbKO Nocne NOATBEPXAEHNA NINLOM, MOANUCHIBAIOLLMM 3/1EKTPOHHBbIN

LOKYMEHT, onepauum no cosganuto ANl 1;

- OQHO3HAYHO nokasbiBaTb, 4To Al co3naHa 1.

1 PeanuayeTcA B TOM 4uMcne C UCMOMb30BaHMEM annapaTHbIX WU NpPorpaMMHbIX CPeacTB, COBMECTHO C
KOTOPbIMX WITATHO (OYHKUMOHUPYIOT cpeactBa O3l M kKoTopble CMOCOGHbI MOBAMATH HA BbIMNOSIHEHME
npenobaABnAembix K cpeacteam 3l TpeboBaHWA, B COBOKYMHOCTM MpeacTaBnAlwmx cpeay hyHKUMOHMPOBAHWA
cpencts 3l (nanee - CD).

9. MNpwn nposepke Al cpeactea Al QOMKHbI:

- NOKa3blBaTb COAEP>KaHNE 3NTIEKTPOHHOrO AOKYMEHTa, nognucaHHoro Ol 1;

- NoKa3blBaTb I/IH(*)OpMaLI,I/IIO O BHECEHUU M3MEHEeHN B nognucaHHbin Il 3ﬂeKTpOHHbIIZ
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OOKYMEHT ! ;

- yKas3blBaTb Ha Jnuo, C WUCnoJjib3oBaHMEM KJio4a ol KOTOPOro nopgnuncaHbl

QJIEKTPOHHbIE OOKYMEHTbI ! .

1 PeanmsyeTCH B TOM 4ucne C ucnosb3oBaHMem annapartHbiX U NporpaMmmMHbIX CpencTs, COBMECTHO C
KOTOpbIMWU WITATHO PyHKUMOHMPYIOT cpenctea A1 M KOTOpble CNOCOOHbI MOBAWATH Ha BbIMNOMHEHWE
npepbaABnAembix K cpegcteam 3l TpeboBaHWA, B COBOKYMHOCTM MPeAcTaBnAaloWmX cpegy OyHKLUMOHMPOBAHMWA
cpencts Al (panee - CO).

10. TpeboBaHuA NyHKTOB 8 U 9 HacToAWMX TpeboBaHNW He NPUMEHAIOTCA K cpeacTeam
Oll, ncnonb3yembiM 4nA aBTOMaTUYeCKOro co3gaHna 1 (Unm) asTomaTndeckorn nposepku 3l B
WHPOPMaLMIOHHOW CUCTEME.

11. CpepctBa 3l po/mKHbI NPOTMBOCTOATbL Yrpo3am, MpeacTasnAaAlwmM cobon
ueneHanpasfieHHble OeNCTBUA C UCMOb30BaHMEM annapaTtHbIX U (M) NPOorpaMMHbIX CPEACTB
C Uenblo HapyweHna 6e3onacHoCcTM 3awumwaemon cpeactsoM 3l nHdopMaumMm unm ¢ Lenbio
CO30aHuVA YCroBUK ONA 9TOro (ganee - ataxa).

12. B 3aBUCMMOCTM OT CMNocobHOCTEN MNPOTMBOCTOATbL aTtakam cpepnctea 3l

nogpas3genArTcA Ha KriaccCbl 1.

1 Heobxoaumbin knacc paspabaTbiBaeMoro (mopepHuampyemoro) cpepnctesa Ol onpepenaetca
3aKka3unkom (paspaboTumkom) cpepctea Ol nyTem onpeneneHnsa BO3MOXHOCTEN OCYLeCTBNATb CO3h4aHue
crnocoboB arak, MOAroToBKY M MpoBedeHWe atak Ha ocHoBe rMyHkToB 13-18 HacTtoAwmx TpeboBaHun W
yKkasbiBaeTcA B T3 Ha pa3paboTKy (MogepHusaunio) cpeactea All.

13. CpenctBa 3l1 knacca KC1 NpoTMBOCTOAT aTakam, npu co3gaHum cnocobos,
NOArOTOBKE N NPOBEAEHUM KOTOPbLIX NCMNOMb3YIOTCA Creayowme BO3SMOXHOCTH:

13.1. CamMOCTOATENbHOE OCYLEeCTBNEHNe co3aaHmA crnocoboB aTak, MOAroTOBKU W
npoBeaeHnna aTak.

13.2. [IecTBMA Ha pa3NnyHbIX aTanax XXM3HeHHOro uukna cpencrea Al 2.

2 K aTtanam >XunsHeHHoro uukna cpeactsa JOl1 oTHOcATCA paspaboTka (MoAepHM3aumAa) yKasaHHbIX
cpencTs, UX NMPOM3BOACTBO, XpaHEHWe, TPaHCMOPTMPOBKa, BBOA, B 3KCMyaTaumio (nyckoHanaaoyHble paboTbl),
aKcnnyaTauma.

13.3. lNpoBeneHne aTakm TONbKO W3BHE MPOCTPaHCTBa, B npepenax KOTOPOro
OCYLLECTBNAETCA KOHTPONb 3a npebbiBaHMEM W OEUCTBUAMM NUL, U (MNK) TPaHCMNOPTHbIX

cpeacTs (Oanee - KOHTPONMpyeman 30Ha 3

3 paHMUen KOHTPONMPYEMOWN 30Hbl MOryT ObITb: MEPUMETP OXPaHAEMOW TeppuTopuMn NpPeanpuATUA
(yupe>xoeHua), orpakgarolme KOHCTPYKLUMM OXPaHAEMOro 34aHWA, OXpaHAEeMOM 4YacTu 34aHuvA, BblAENIeHHOro
nomMeLleHunA.

13.4. lNpoBeaeHne Ha aTanax pa3paboTku, NPONU3BOACTBA, XPaHEHMA, TPAHCNOPTUPOBKU
cpeacts 3l u atane BBOga B 3akcnayataumto cpeactB Il (MyckoHanagoyHble paboThbl)
chepylowmx aTak:

- BHECEHME HECaHKLUMOHMPOBAHHbIX M3MEHeHn B cpeactBo Al n (Mnn) B KOMNOHEHTHI
Cd, B TOM 4Yucne ¢ UCNonb30BaHMEM BPEAOHOCHbLIX Nporpamm;

- BHECEHME HECaHKUVOHMPOBAHHbIX N3MEHEHUN B JOKYMeHTaunio Ha cpeactso Al n Ha
KOMMoHeHTbl CD.

13.5. [poBeneHVe aTak Ha cnepytowme 00beKTbI:
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- DOKyMeHTauuio Ha cpeactBo 3l 1 Ha KOMNOHEHTbI CD;

- 3alMLLaEeMble 9NTIEKTPOHHbIE AOKYMEHTDI;

- K/TIOYEBYIO, ayTEHTUMLMPYIOLLYIO 1 NApONbHYO MHopmauuto cpenctsea Ill;

- cpeacTeo Al 1 ero NporpaMmMHbIe N annapaTHbIE KOMMOHEHTbI;

- annapaTtHble cpeacTea, BxogAwme B CO, BkAYaA MUKPOCXEMbl C 3anuCaHHbIM
MukpokogoM BIOS, ocywecTenAarowen nHMumMann3aumio 3TMx CpeacTs (ganee - annapaTtHble
KOMMOHEHTbI CD);

- NIpOrpamMmMHble KOMMNOHEHTbI CD;

- DaHHble, NepegaBaemMble Mo KaHanam CBA3W;

- MNOMEeLLEHUA, B KOTOPbIX HaXOAUTCA COBOKYMHOCTb MPOrpamMMHbIX U TEXHUYECKUX
3N1IEMEHTOB CUCTEM 06pabOTKN AaHHbIX, CMOCOBOHbLIX (PYHKUMOHMPOBATbL CAMOCTOATENBbHO UMK B
cocTaBe gpyrux cuctem (ganee - CBT), Ha KoTopbix peanuaoaHbl cpenctea Il n CO;

- NHble 06BbEKTbI aTak, KOTopble NPY HEOBXOANMOCTM yKasbiBatoTcA B T3 Ha pa3paboTky
(mogepHusaumo) cpepgctea A1 € y4eTOM WUCMOMb3yeMblX B UMHGOPMALMOHHOMW CUCTEME
MHGOPMALMOHHBIX TEXHOMOrun, annapaTHbiXx cpencts (oanee - AC) M nporpamMHOro
obecneyenuna (ganee - MO).

13.6. lNonyyeHne cnepytowen nHpopmaumn:

- obwmx ceegeHnin 06 MHPOPMAaLIMOHHON CUCTEME, B KOTOPOM UCNOMb3yeTCA CPeacTBO
Ol (Ha3HayeHue, cocTaB, onepaTtop, 06BbEKTbl, B KOTOPbIX pasMeleHbl pecypchl
WHOOPMaLMOHHOW CUCTEMBI);

- cBeAeHnn 06 MHGOPMaLMOHHBLIX TeXHoNornAx, 6asax gaHHbix, AC, MO, ncnonb3ayembix
B MHPOPMALMOHHOW CUCTEME COBMECTHO CO cpeacTtasom OlT;

- CBeJeHUn 0 (hM3nYecKux Mepax 3awmnTbl 06bEKTOB, B KOTOPbLIX pa3MeLleHbl cpeacTsa
al;

- cBegeHMM O Mepax NO obBecnevyeHUD KOHTPONUPYEMOW 30Hbl OOBHLEKTOB
MHPOPMaLMOHHOM CUCTEMbBI, B KOTOPOM MCnonb3yeTcA cpeactso OlT;

- CBeJeHun 0 Mepax no pasrpaHnUYeHnto AOCTyna B NOMeLLEeHWA, B KOTOPbIX HAaX04ATCA
CBT, Ha koTopbIx peannsoBaHbl cpeactea Al n CO;

- cogepXkaHumAa HaxopAulencA B cBOOOAHOM AOCTyNe AOKYMEHTauMm Ha annapaTHble U
nporpaMmMHble KOMNOHeHTbI cpeacTea 3l n CO;

- obwux ceBegeHMM O 3awmwaemMon WHdopmMaumu, MUCNoNb3yeMon B npouecce
akcnnyartauumn cpegctea M,

- BCEX BO3MOXHbIX OaHHbIX, NepefaBaemMblXx B OTKPbITOM BUAE MO KaHanaM CBA3W, He
3aWMUEeHHbIM OT HecCaHKUuMoHupoBaHHOro poctyna (manee - HCO) K wmHGopmaunu
OpraHM3auNoOHHO-TEXHUYECKUMU MepamMu;

- CBEOEHNN O NMHUAX CBA3W, NO KOTOPbIM nepepaeTcA 3awmwaeman cpenctsom Ol
MHdopmauus;

- cBefeHun 060 BCex MPOABMAKOWMXCA B KaHanax CBA3W, He 3awmueHHbix oT HCO K
MHOpMaLUM OpraHN3aLMOHHO-TEXHUYECKUMN MepaMUu, HapyLeHWAX NpaBwui SKCnayaTaumm
cpenctea Al un CP;

- cBegeHun 060 Bcex MPOABMAKOWMXCA B KaHanax CBA3W, He 3awmueHHbix oT HCO K
MHOpMaLUM OPraHU3aUMOHHO-TEXHUYECKUMN MepaMU, HEUCMPaABHOCTAX M CO0AX annapaTHbIX
KomrnoHeHToB cpenctea Al n CO;

- CBEOEeHW, nofnydyaemblX B pe3ynbTaTe aHanu3a fobbiX CUrHanoB OT annapaTHbIX
KomrnoHeHToB cpencTea Al n CP, KOTopble MOXET NepexBaTUTb HAPYLUUTESb.

13.7. Ucnonb3oBaHue:

- HaxogAwwmxcA B CcBOOGOAHOM AOCTyne WAM UCMNONb3YEMbIX 3a Npegenamu
KOHTponupyemon 30Hbl AC u O, BknAw4aa annapaTHble WM MNpPOrpamMmMHblE KOMMOHEHTDI
cpenctea Al un CP;

- cneumanbHo paspaboTaHHbix AC un IMO.



13.8. Vicnonb3oBaHne B Ka4yecTBe cpeabl nepeHoca oT cybbekTa K 06bekTy (0T o6bekTa
K CyObeKkTy) aTaku OeNCTBUIN, OCYLLECTBNAEMbIX NPU NOAroTOBKE U (W) NPoBEeAEHMN aTaKu
(banee - kaHan aTakm):

- He 3awwmueHHbix oT HC[ K uHdopmaumm OpraHn3auMOHHO-TEXHUYECKMMU Mepamm
KaHanoB CBA3WN (KaK BHE KOHTPOJMPYEMOW 30Hbl, TaK M B ee npegenax), No KOTOpbIM
nepepaeTca sawmwaeman cpeactsom Il nHopmaums;

- KaHanoB pacnpoCTpaHEHWA CUrHanoB, COMPOBOXAAKWUX QPYHKLMOHMPOBAHNE
cpeactea Al n CO.

13.9. lNpoBeneHne aTtaku U3 MHPOPMALNOHHO-TENEKOMMYHUKALMOHHBIX CeTel, AoCTyn
K KOTOPbIM HE OrpaHnyeH onpeaeneHHbIM KPYrom JinL,.

13.10. Ncnonb3oBaHne AC wn MO wn3 coctaBa cpencts WUHPOPMALVMOHHOW CUCTEMBI,
ncnonb3yembliXx Ha MecTax akcnnyatauum cpeactea 3l (manee - wTaTHble CpeacTsa) U
HaxoaALWMXCA 3a npeaenaMmm KOHTPONMPYEMON 30HbI.

14. CpepgctBa 31 knacca KC2 npoTMBOCTOAT arakam, Npu co3gaHumM Crnocobos,
NOArOoTOBKE U MNPOBEAEHUUN KOTOPbIX WCMOMAb3YIOTCA BO3MOXHOCTWU, MEPEYUCSIEHHbIE B
nognyHktax 13.1 - 13.10 HacToAwmx TpeboBaHun, u crnepywowme [OMNONHUTENbHbIE
BO3MOXXHOCTMU:

14.1. lpoBeneHe aTtakm NpU HaxoXOAEHUN KakK BHe npenenos, Tak M B npegenax
KOHTPONVPYEMOW 30HBbI.

14.2. /icnonb3oBaHWe WTAaTHbIX CPEACTB, OrpaHMYEeHHOE Mepamu, peanm3oBaHHbIMU B
WH(POPMAaLIMOHHOWN CUCTEME, B KOTOPOW ucnonb3dyetcAa cpenctso Oll, n HanpaBneHHbIMU Ha
npegoTBpaLleHne 1 npeceyeHne HeCaHKUMOHMPOBAHHbIX AENCTBUNA.

15. Cpepnctea 3l knacca KC3 npoTMBOCTOAT aTakam, MNpuv cO34aHuMmM CrnocoboB,
NOAroTOBKE U MNPOBEAEHUUN KOTOPbIX WCMOMAb3YIOTCA BO3MOXHOCTWU, MEPEYUCSIEHHbIE B
noaonyHktax 13.1 - 13.10, 14.1, 14.2 HacToAwmxX TpeboBaHun, U cnegyowme AONONHUTENbHbIE
BO3MOXXHOCTMU:

15.1. JocTtyn k CBT, Ha KOTOpbIX peann3oBaHbl cpeactso Al n CO.

15.2. BO3MOXXHOCTb pacnonaraTb annapaTHbIMW KOMNoHeHTamu cpenctea A n CO B
obbeme, 3aBUCAWEM OT Mep, HanpaBfEHHbIX Ha MpepoTBpalleHne U npeceyvyeHune
HeCaHKLUMOHMPOBAHHbIX OENCTBUN, peasin3oBaHHbIX B MH(POPMALMOHHOW CUCTEME, B KOTOPOM
ncnonbadyeTtcA cpenctso Al1.

16. CpenctBa 3l knacca KB1 npoTMBOCTOAT aTakam, Npu cO30aHUM CnocoboB,
NOArOoTOBKE U MNPOBEAEHUUN KOTOPbIX WCMOMAb3YIOTCA BO3MOXHOCTWU, MEPEYUCSIEHHbIE B
noaonyHktax 13.1 - 13.10, 14.1, 14.2, 15.1, 15.2 HacToAwmMx TpeboBaHwn, U cnepywowme
AOMNONHNTE bHbIE BO3MOXHOCTW:

16.1. Co3paHue cnocoboB aTak, NOAroTOBKa W MpoBedeHWe aTak C MNpUBEeYEeHNEM
crneumannucToB, UMeIoLWMX onbIT pa3paboTkn n aHanusa cpeacts Ol1, BKNKOYaA cneumannctos
B 0611aCTV aHann3a CUrHasoB, CoOnpoBoXXaaroWmx yHKLUMoHMpoBaHue cpenctea Al n CO.

16.2. [poBegeHne nabopaTopHbIX uccnenoBaHuin cpeactsa JAl, MCNONb3yemMoro BHe
KOHTPONMPYEMOW 30HbI, B 06beMe, 3aBUCALLEM OT Mep, HanpasfieHHbIX Ha npefoTBpalleHme v
npeceyeHne HeCaHKUMOHMPOBAHHbIX AENCTBUI, peasin30BaHHbIX B MHOOPMaLUMOHHON cUcTeMe,
B KOTOPOW ucnonb3yeTca cpencteo Al.

17. CpepnctBa 3l knacca KB2 npoTMBOCTOAT aTakam, Npu cO30aHuMM CnocoboB,
NoAroTOBKE U MNPOBEAEHUUN KOTOPbIX WCMONb3YIOTCA BO3MOXHOCTWU, MEepevYncrieHHble B
nognyHktax 13.1 - 13.10, 14.1, 14.2, 15.1, 15.2, 16.1, 16.2 HacToAwMX TpeboBaHuA, U
cnepyowme AoNONHUTENbHbIE BO3MOXHOCTN:

17.1. CospaHue cnocoboB aTak, NOAroTOBKA W MpoBeAeHWEe aTak C MNpUBEYEHUNEM
cneumanncToB, MMEIOLWMX ONbIT pa3paboTkn n aHannaa cpeacts Ol1, BKNKOYaA cneumanncToB
B 0bnacTu uCMoOMb30BaHMA ANA peanu3aumMm atak BO3MOXHOCTen npuknagHoro [0, He
OnNUcaHHbIX B AOKYMeHTaumn Ha npuknagHoe lO.
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17.2. lNocTaHoBka paboT no co3paHuio cnocoboB M CPencTB atak B Hay4Ho-
nccnepoBaTenbCkKuUX LEHTpax, cneuuanusupylowmxcAa B obnactu paspaboTky M aHanusa
cpencts 3 un CO.

17.3. BO3MOXXHOCTb pacnonaraTb UCXOAHbIMM TeKCTamun Bxoaawero B CO npuknagHoro
Mo.

18. CpepnctBa 3l knacca KA1 npoTMBOCTOAT aTakam, Npu cO30aHuMM ChocoboB,
NOArOTOBKE U MNPOBEAEHUUN KOTOPbIX WCMOMAb3YIOTCA BO3MOXHOCTWU, MEPEYUCSIEHHbIE B
nognyHktax 13.1 - 13.10, 14.1, 14.2, 151, 152, 16.1, 16.2, 17.1 - 17.3 HacTOAWMX
TpeboBaHuin, U cnegytowme AONONHNUTEbHbIE BO3MOXHOCTW:

18.1. CospgaHue cnocoboB aTak, NMOAroTOBKa W MpoBedeHWe aTak C MNpUBIEYEHUEM
cneumannucToB, MMEIOLWMX ONbIT pa3paboTkn n aHanuaa cpeacts Ol1, BKNKOYaA cneumannctos
B 06nactm WUCnonb30oBaHWA ANA peann3aumm aTtak BO3MOXHOCTEW cuctemHoro 10, He
ONMCaHHbIX B AOKYMEHTaumm Ha cuctemHoe 0.

18.2. BO3MOXHOCTb pacnonaraTb BCe AOKYMEHTauuen Ha annapaTHble 1 NporpamMmmHble
KOMMOHEHTbI CO.

18.3. BO3MOXXHOCTb pacnonaratb BCeMu annapaTtHbIMU KOMMNOHEHTamu cpenctea Ol n
Co.

19. B cnyyae peanusaumm B cpepctBe 31 dyHKUMM npoBepkn Il 31EKTPOHHOro
OOKYMEHTa C MCMNoNb30BaHMEM cepTudukaTa kaoda nposepkn Il aTa peannsauma OO/MKHA
WUCKIOYNTL BO3MOXHOCTb MNpoBepkn 3l 3n1eKTPOHHOro JokymeHta 6e3 nposepku 3l B
cepTudmnkaTe knoda nposepkn Il nnm 6e3 HanMYMA NONOXUTENBHOIO pe3ynbTaTa NPOBEPKU
Ol B cepTudukaTte kno4va nposepkun Irl.

20. lMpn paspaboTke cpeacts 3l OOMKHBI MCNONBL30BATLCA KpunTorpaduyeckue
anropuTMbl, YTBEPXAEHHble B KayecTBe rOCyAapCTBEHHbIX CTaHOApTOB WX MMmelwune
nonoxutenoHoe 3aknw4deHne O®CHB Poccum no pesynbTatamM UX I9KCNEPTHbIX

KpunTorpadunyecknx nccnenoBaHuim !

1 MoanyHkT 25 nyHkTa 9 MNonoxeHna o MepepansHon cnyxbe 6esonacHocTn Poccuinckon depepaunu,
yTBepxaeHHoro VYkasom [lpeanpgeHta Poccuinickonn ®epepaunm ot 11 asrycta 2003r. N 960 (CobpaHue
3akoHogaTensctsa Poccuinickon ®depepaumn, 2003, N 33, cT. 3254; 2004, N 28, cT. 2883; 2005, N 36, cT. 3665;
N 49, cT. 5200; 2006, N 25, cT. 2699; N 31 (4. I), cT. 3463; 2007, N 1 (4. I), cT. 205; N 49, cT1. 6133; N 53, cT. 6554;
2008, N 36, cT. 4087; N 43, cT. 4921; N 47, cT. 5431; 2010, N 17, cT. 2054; N 20, cT. 2435; 2011, N 2, cT. 267; N 9,
cT. 1222) (nanee - MonoxeHne o PCH Poccun).

21. WHxeHepHo-KpunTorpagpuyeckaa 3awmta cpeactsa Ol go/mkHa WCKIOYUTL
cOoObITVA, NPMBOAALLME K BOSMOXKHOCTU NPOBEAEHMA YCNELWHbIX aTakK B YCNOBMAX BO3MOXHbIX
HeucnpaBHOCTEN wunM cboeB annapaTHOro KOMMoOHeHTa cpeactBa Al mnu annapaTHOro
komnoHeHTa CBT, Ha KOTOpOM peanu3oBaHo nporpamMmmHoe cpeacTteo Ill.

22. B cpenctse Ol gomkHbl 6bITb peannu3oBaHbl TObKO 3a4aHHble B T3 Ha pa3paboTky
(MogepHusaumto) cpeactea Il anropnTMbl PyHKLMOHMPOBaHMA cpenctea All.

23. [lporpamMmHbIN KOMMNOHEHT cpenctBa Il (B cnyyae HanmMuma nNpOrpamMmHoOro
KoMmnoHeHTa cpeactaa Al1) oomkeH yaoBneTBOpATbL Creayowmm TpeboBaHNAM:

- O6BbEKTHbIN (3arpy304Hbl) KOL MPOrpaMMHOro KOMMOHeHTa cpeactsa A1 gonkeH
COOTBETCTBOBATb €ro UICXOAHOMY TEKCTY;

- B NpOrpaMMHOM KOMMOHeHTe cpeacTea Al AoMMKHbI MICNONb30BaThCA NPU peansaunm
TONIbKO OMNUCaHHble B JOKYMEeHTauunm QYyHKUMM NporpammHON cpefbl, B KOTOPOW
dyHKUMOHMpPYeT cpencTeo Al;

- B WUCXOAHbIX TEeKCcTax MNporpaMMHOro KommnoHeHTa cpepctBa Ol1 OOMXKHbI
OTCYTCTBOBaTb BO3MOXXHOCTUW, MO3BOMAKOWME MOANDUUMPOBATL WM UCKaXKaTb anropuTM
paboTbl cpeactea Ol B npouecce ero UCMnosb3oBaHWA, MOAMPUUMPOBATL UM UCKaXKaTb
MHPOpPMaUMOHHbIE UNWN ynpaBnAwWMe NOTOKU M NpouUecChbl, CBA3aHHble C
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yHKUMOHMpOBaHMeM cpegctea 31, M nonyyaTb HapywuTenAMm [OCTYyn K XpaHAWwencA B
OTKPbITOM BMAE KIOYEBOW, NOEHTUMPUKALNOHHON 1 (M) ayTEHTUDUUMPYIOLWEN NHopMaunmn
cpenctea Il

- 3Ha4YeHMA BXOOHbIX WM BHYTPEHHWX NapamMeTpoB, a TakXe 3HayeHuA napameTpoB
HaCTPOEK MPOrpamMMHOro KOMMOHeHTa cpeacTtsa 3l1 He OOMKHbI HEraTUBHO BfIVATbL HA €ero
PYHKLMOHMPOBAHME.

24. B cnyyae nnaHupoBaHunA pasmelleHnAa cpencts Ol B noMeweHnAX, B KOTOPbIX
NPUCYTCTBYET peyeBand akyCcTu4yeckasa W BuadyasbHaA MHQopmauunA, copepkallasa cBedeHuA,
COCTaBNAKOWME roCydapCTBEHHYIO TalHy, U (unm) yctaHoBrieHbl AC 1 cucTembl npuema,
nepegadn, obpaboTKK, XpaHEHUA M OToOpaXkeHuA MHgopMaumK, copep kalen cBeneHua,
COCTaBNAKLWME rocyaapcTBeHHyo TanmHy, AC WHOCTPaHHOro npou3BOACTBa, BxogAwme B
cocTtaB cpenctB Oll, AO/MKHbI OblTb MOABEPrHYTbl MPOBEPKAM MO BbIABMEHNIO YCTPOUCTB,
npegHasHa4YeHHbIX A1A HErnacHoro nony4YeHmna nHopmauuu.

B cnyyae nnaHnpoBaHuA pasmelleHnA cpenctB A1 B MNOMEWEHUAX, B KOTOPbIX
OTCYTCTBYET peyeBaA akycTuyeckaA W BU3yanbHaA WHGOpMauudA, cogepxkawaa cBeneHus,
COCTaBMAKWME rOCyNapCTBEHHYID TarHy, U He ycTaHoBneHbl AC n cuctembl npuema,
nepegadn, obpaboTKU, XpaHEHUA M OTOOpaXkeHUA WHgopMaumK, cogepawen cBefeHuA,
COCTaBNALWME rocyAapCTBEHHYIO TalHy:

- peweHne o nposegeHun npoBepok AC MHOCTPaHHOro MPOU3BOACTBA, BXOAAWMX B
coctaB cpencte 3l knaccos KC1, KC2, KC3, KB1 u KB2, npuHMmaeTcA oOpraHu3aumen,
obecneymBaroLen akcnayaTaumio aaHHbix cpencts Oll;

- npoBepkn AC MHOCTpaHHOro Npon3BoACcTBa, BXOOAWMX B cocTaB cpeacTts Al knacca
KA1, npoBogAaTcA B 06A3aTeNIbHOM NopALKeE.

25. Cpeacteo 3l O0O/MKHO MpPOBOAUTbL ayTeHTUdUKauuio cybbekToB goctyna (N,
NpOLECCOB) K 3TOMY CPEeACTBY, NPU 3TOM:

- NpU OCyLeCTBNeHMN gocTtyna K cpeactey Ol ayTeHTudmkauma cybbekTa gocTyna
O0JIKHA NPOBOAMNTBLCA OO0 Hayasna BbINOSIHEHNA NEepBOro PYHKUMOHANIbHOrO MOAYA CpeacTea
al;

- MexaHW3Mbl ayTeHTUpUKauum AOO/MKHbI 610KMpoBaTh OOCTYN 3TUX CYOBbEKTOB K
dyHKumMAM cpegctaa Al npyn oTpuuaTenbHOM pesynbTaTe ayTeHTUmKaumm.

26. CpeaoctBo 3l AOMKHO MNpPOBOAMTL AyTEHTUMMKALMIO NN, OCYLLECTBAAIOLMX
nokKasbHbI JocTyn K cpeacTsy M.

27. HeobxogumocTb npoBefeHua cpenctsom 3l ayTeHTudumkaumm npoLeccos,
OCYLLECTBNAOWMX NOKanbHbIA WNWM ypaneHHbln (ceTeBour) pocTyn K cpenctey Ofl,
ykasbiBaeTcA B T3 Ha pa3paboTky (MogepHusaumto) cpeactea Oll.

28. [InA noboro BxogAulero B cpeactso Al mexaHn3ma ayTeHTUmKaunm AO/MKEH ObiTb
peann3oBaH MexaHU3M OrpaHW4YeHUA KOonumyecTBa chnegylwmux noapAn MNOMbITOK
ayTeHTUdUKaLMN 0OHOro cybbekTa OOCTyna, YNCNO KOTOPbIX He OO/MKHO ObiTb 60nblie 10.
Mpn NpeBbIWEHNN Ynucna crnepyrowmux NoapAa NOnbITOK ayTeHTUdMKauMmM ogHoro cybbekra
AOCTyna yCTaHOBIEHHOrO NpenenbHOro 3HavyeHnA [OCTyn 3Toro cybbekta K cpenctsy Ol
OOMMKEeH 6510KMpoBaThCA Ha 3afaHHbii B T3 Ha paspaboTky (MomoepHu3aumio) cpencrtesa Il
NPOMEXYTOK BPEMEHN.

29. B cpepncteBe 3l pomkeH ObiTb peann3oBaH MexaHuaMm (npouenypa) KOHTponA
uenoctHocTtum cpenctea Al n CO.

KOHTpONb LLeNOCTHOCTU MOXKET OCYLLEeCTBNATHLCA:

- B Hayane paboTtbl co cpeacteom 31 oo nepexopga CBT, B KOTOpOM peann3oBaHO
cpencTtBo 3l, B paboyee cocToAHUE (Hanpumep, 0o 3arpy3ku onepaumoHHon cuctemol CBT);

- B XOO€e pernameHTHbIX NpoBepok cpenctea A1 Ha mecTax akcnnyaTauuu
(pernaMmeHTHbIV KOHTPOSIb);

- B aBTOMaTU4YeCKOM pexumme B rnpouecce QyHKUMOHUpoBaHuA cpeactea Il



(OAMHAMUYECKMIN KOHTPOSb).

KOHTpPOb LLENOCTHOCTU A0/MKEH NPOBOAUTLCA B Havane paboTbl co cpeactsom Jl.

MexaHn3m pernameHTHOro KOHTPOA LENOCTHOCTU AO/MKEH BXOOUTb B COCTaB CPeAcTB
arl.

30. Ana cpeacts 3l knaccos KC1 1 KC2 HeobxoanMMOCTb npeabABfieHna TpeboBaHnin K
ynpaBAeHo OOCTYNOM N OYUCTKE MaMATU, a TakxXe UX Coaep>XaHue ykasbiBatoTcA B T3 Ha
paspaboTky (MogepHmM3aumo) cpenctaea Jll.

31. B coctaB cpeacts 3l knaccos KC3, KB1, KB2 n KA1 nnn CO [omkHbl BXOAUTb
KOMMOHEHTbI, obecnevmBaroLme:

- ynpaBfieHMe OOCTYNOM CYObeKTOB K pas3/MYHbiM KOMMOHEHTaM W (Unuv) ueneBbiM
dyHkumAam cpeactea Al n CPO Ha OCHOBE MapameTpoB, 3a4aHHbIX aaMUHUCTPATOPOM WU
npounssoamnTenem cpenctea Al (TpeboBaHMA K yKa3aHHOMY KOMMOHEHTY OMpenenAlTcA W
060CHOBbLIBAKOTCA OpraHn3aumen, NpoBoaALLen nccnegosaHnAa cpeactasa Al € Lenblo OUeHKU
cooTBeTCcTBMA cpencTea Al HacToAwmMM TpeboBaHMAM);

- OYMCTKY OnepaTMBHOM W BHEWHEN naMATW, ucnonbdyemon cpepcrtsom Il aonAa
XpaHeHVA 3almwaemMon uHdopmauum, npu ocBobOXAeHUM (nepepacnpeneneHnum) namaTu
nyTem 3anmcu Mackupyrlouwen unHpopmaumm (cny4amHom uMNM ncesBpoCnydYamHomn
nocnenoBaTenlbHOCTU CUMBOJIOB) B NaMATb.

32. B coctaB cpencts Al knaccoB KB2 n KA1 nnn CO omkHbl BXOAUTb KOMMOHEHTHI,
obecneymnBaroLme SKCTPEHHOE CTUPaHWE 3auLLaeMon MHopMaLum OrpaHNYeHHOro 4ocTyna.
TpeboBaHMA K peann3aumMm W HALAEXHOCTU CTMpaHuMA 3aparTcA B T3 Ha pas3paboTky
(MogepHu3aunto) cpenctsea Ill.

33. Ana cpeacts Al knaccos KC1 1 KC2 HeobxoauMOCTb npeabABfeHna TpeboBaHnin K
perucTpauum cobbiTUn U UX cCoaep)XaHne ykasbiBaloTcA B T3 Ha pa3paboTky (MoaepHM3auuio)
cpenctea Ill.

34. B coctaB cpencts 3l knaccos KC3, KB1, KB2 n KA1 gomkeH BXoanTb MOAy/b,
NPON3BOAALLMN (PUKCALMIO B 3NIEKTPOHHOM >XXypHase peructpauumu cobbitvin B cpeactee Il u
Cd, cBA3aHHbIX C BbINO/HEHMEM cpeacTBoM Il cBOMX LeneBbiX PYHKLMNA.

TpeboBaHMA K yKa3aHHOMY MOAYNO M NepevYeHb PEerncTpupyembix coObITUI
onpepenanTcA 1 060CHOBbLIBAKOTCA OpraHM3aumen, NpoBoaALlen ncenegosaHma cpeacraea Ol
C Lenblo OLUEeHKN cooTBeTcTBMA cpeacTtea Al HacToAwmm TpeboBaHMAM.

35. XKypHan perucTpauum cobblTUN [O/MKEeH ObiTb [OCTYNEeH TONbKO fuuam,
onpeneneHHbIM onepaTopomM MHEPOPMaLUMOHHON CUCTEMbI, B KOTOPOW UCMOMb3YyeTCA CPeacTBO
O, M ynonHOMOYEHHbIMM UM Anuamun. Mpyn 3TOM A0CTYN K XXYpHany peructpauum cobbiTnin
AOMKEH OCYLLECTBAATLCA TOMbKO ANA NPOCMOTPa 3anvcen 1 And nepemeLweHna cCoaepXmMmMoro
XXypHana peructpauum cobbiTU Ha apXMBHbBIE HOCUTESN.

36. Cpok gencteuma kno4da nposepkn Il He A0MKEH NpeBbIwaTbh CPOK AENCTBUA Kiova
Ol 6onee yem Ha 15 neT.

37. TpeboBaHMA K MexaHU3My KOHTPONA cpoka wucnonb3oBaHumA knwoda O3ll,
6nokupytowero paboty cpeactesa A1 B cnyyae MOMbITKU MCMNOb30BAHWA KJo4a [ONblue
3a4aHHOro cpoka, onpegenailTcA paspaboTymkom cpenctea 3Al1 m obocHoBbIBAKOTCA
opraHusauuen, npoBoaAwen uccnepoBaHma cpenctsa Ol C UENblD OUEHKU COOTBETCTBUA
cpenctBa Al HacToAwmM TpeboBaHMAM.

38. Kpuntorpaduyeckme npoToKosbl, obecneduBaiolWme onepaumm C KIo4YeBou
nHdopmaumven cpenctea I, 4OMKHbI 6bITb peannu3oBaHbl HeNnocpeacTBEHHO B cpeacTae Oll.

39. WccnepoBaHuAa cpencts 3Ol ¢ uenblo oueHkn cooTBeTcTBUA cpencts Ol
HacToAwmnM TpeboBaHUAM OOMKHbI MPOBOANTLCA C UCNONb30BaHMEM pa3pabaTbiBaembix OCH
Poccumn 4ncnoBbix 3Ha4YeHU napameTpoB M XapakKTepucTuK peanudyembix B cpeacteax 3l

MeXaHM3MOB 3allnTbl N annapaTHbIX 1 NMporpamMmmMHbIX KOMMOHEHTOB Co 1.
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1 MoanyHKT 47 nyHkTa 9 MNonoxexna o ®Cb Poccun.

MpunoxxeHue N 2
K npukasy ®Cb
oT 27 pekabpa 2011 r. N 796

Tpe6oBaHMA K cpeAcTBaM yAOCTOBEPAIOLEro LeHTpa

. O6LWwue nonoeHunA

1. HacTtoAwme TpeboBaHuA pa3paboTaHbl B COOTBETCTBUN ¢ DefeparibHbIM 3aKOHOM OT
6 anpena 2011 r. N 63-®3 "O6 anekTpoHHOW nognucun" (oanee - ®enepanbHbiii 3aKOH).

2. B HacTtoAwmux TpeboBaHMAX WUCMONL3YIOTCA Ccreaylwune OCHOBHbIE MNOHATUA,
onpepeneHHble B ctaTthe 2 MegepanbHOro 3akoHa:

1) anekTpoHHaA nognuck (panee - Al) - HPopmaunA B INEKTPOHHON hopMe, KoTopaA
npucoeanHeHa K Apyrov MHpopmaumm B aNeKTPOHHOW dhopMe (noanucbiBaeMon MHopmauunm)
WAN MHbIM 06pa3oM CBA3aHa C TakoOW WHQopMaumen u KoTopaa UCnonb3yeTcA ANA
onpepeneHna nuua, NoanucbiBaloLwero MHopmaumio;

2) yaocTtoBepAlowWmnnA LeHTp (ganee - YL) - topngnyeckoe nuuo wam nHaneBuayanbHbiii
npeanpuHMMaTenb, OocywecTBaAlWwmMe (QYHKUMM NO CO34aHUI0 U Bblgade cepTudukaToB
Knoyen nposepkn A1, a TakXKe NHble (PYHKLNKU, NpeayCcMOTpeHHble DeaepanbHbIM 3aKOHOM;

3) cpeactBa Il - wupoBanbHble (KpunTorpauyeckme) cpeacTsa, UCMNOSb3yemble
ANA peanu3auum XoTAa Obl OOHOM U3 cneayrowmx yHKUMn - cos3paHue 3, nposepka 3ll,
cospaHue kntoda 3l n knoya nposepku 3l;

4) knou Al - yHMKanbHaA nocnepoBaTeNbHOCTb CUMMBOJIOB, NpefHa3HayeHHaA anA
co3paHnua Ol

5) knto4 nposepku Il - yHMKanbHaA NocneaoBaTenbHOCTb CMMBOMOB, O4HO3HAYHO
cBA3aHHaA ¢ knoyom Ol n npepHasHaydyeHHaA onA npoBepku nognuHHoctn Ol (manee -
nposepka 3M1);

6) ceptucpukar knwouya nposepku Al - 3NEKTPOHHbLIM OOKYMEHT WU OOKYMEHT Ha
6ymaxxHom HocuTtesne, BblaaHHble YL nnubo poBepeHHbIM nuuom YL, n noaTtsepykparowime
NPUHAANEXHOCTb Ktoya nposepkn Il Bnagensuy ceptudmkaTa ktoda nposepkun OlT;

7) kBanuduuupoBaHHbIN cepTudukat kKnwya nposepku Il (panee -
KBanuuumpoBaHHbln cepTudumkar) - ceptudpukar knwda nposepkn I, BbloaHHbIN
akkpegutoBaHHbiM YL nn posepeHHbIM NMLOM akkpeguTosBaHHoro YL nubéo denepanbHbiM
OpraHoM WCMOSIHNUTENBbHOW BNAacTW, YNOSHOMOYEHHbIM B cdhepe mcnonb3oBaHna 3l (aoanee -
YNOSTHOMOYEHHbIN hefiepanbHbI OpraH);

8) Bnapeneu ceptudukara ktoda nposepku 3l - nMUo, KOTOPOMY B YCTAHOB/IEHHOM
depepasnbHbIM 3aKOHOM NOpALKE BblOaH cepTudukat Ktoda nposepkn IlT;

9) akkpeautauma YL - npusHaHne yYnNONHOMOYEHHbLIM heaepanbHbiM OpraHoM
cootBeTcTBMA YL TpeboBaHnam DenepanbHOro 3aKoHa;

10) cpeactBa YL - annapaTtHble 1 (Un) NporpaMMmHble CpeacTBa, Ucnonb3yemble AnA
peanunsaumn yHKumn YL;

11) y4YaCTHUKM 3NIEeKTPOHHOro B3aMMO[EWUCTBUA - OcyllecTBraAlowme obMmeH
MHopMaumen B INIEKTPOHHOW (popmMe rocynapCTBEHHbIE OpraHbl, OpraHbl MEeCTHOro
camoynpaBsfeHnA, opraHn3aumn, a Takxe rpaxkgaHe.

3. HactoAawue TpeboBaHuA ycTaHaBnMBalOT CTPYKTYpPY U copepaHuve TpeboBaHUN K
cpencteam YL.
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4. Hactoawue TpeboBaHnA npegHasHayeHbl 019 3aKa34yMkKOB W pas3paboTymMkKoB
paspabaTbiBaeMbIX (MOOEPHU3MPYEMbIX) cpeacTB YL npu nx B3auMoaencTemnm mexay cobon, ¢
opraHmsaumaMn, MpPOBOAAWMMN  KPUNTOrpadouyeckmne, UHXEHepHo-KpunTorpaguyeckne u
crneumanbHble uccneposaHma cpeacts YU, ®CB Poccuu, ocyuwecTBnaowern nogTeepXXneHne
cooTBeTCTBUA cpeacTs YL HacToAwmm TpeboBaHmAM.

5. HactoAwme TpeboBaHMA pacnpocTpaHAlTCA Ha cpeacTtBa YL, npegHasHadYeHHble
A1A UCNONb30BaHWA Ha TeppuTopumn Poccuickon depepaunn.

6. K cpeagctBam YL, B 4yactm ux paspaboTkum, NpomM3BOACTBa, peanusaumn wu
aKcnnyatauuu npeabABnATCA TpeboBaHuA, 3akpernneHHble [lonoxeHvem o paspaboTtke,
NPON3BOACTBE, peanusaumn 1 aKcnayaTaumm WwmposanbHbIX (KpUnTorpagpuyecknx) cpeacTts
3awmnTbl nHpopmaumn (Monoxerne MNMK3-2005), yTeep>XaeHHbIM npukasom OCB Poccum ot 9

deBpana 2005 r. N 66 1 (C n3ameHeHnAMU, BHECEHHbIMK rprkaszom GCB Poccuu oT 12 anpena

2010r. N 173 2, ONA WwnpoBanbHbIX (KpynTorpauyeckux) cpencte 3awmTbl MHGopMaumm
(banee - CK3W) ¢ orpaHM4YeHHbIM OOCTYNOM, HE coOep)kallel CBeAeHWW, COCTaBAAtoLMX
rocyapCTBEHHYIO TanHy.

1 3apeructpuposaH MuHioctom Poccum 3 mapTta 2005 r., peructpaumoHHbii N 6382.

2 3apeructpuposaH MuHioctom Poccum 25 maa 2010 r., permctpaumoHHbii N 17350.

Il. Tpe6oBaHuA K cpeacTeam YL

7. CpepnctBa YL, [o/mKHbI NPOTMBOCTOATL Yyrpo3am, npeactaBnAawwmm cobon
ueneHanpasfieHHble 0eUCTBUA C UCMONb30BaHMEM annapaTtHbIX U (W) NporpaMMHbIX CPeacTB
C LeNblo HapyLWeHNA NHXEHEPHO-TEXHNYECKON N KpunTorpaduyeckomn 6e3onacHoOCTU CpeacTs
YLl nnu ¢ uenbio co3gaHna ycrnoBumn Oqa 3Toro (ganee - ataka).

8. B 3aBucmmocTtn OT CNOCOOBHOCTEN NPOTMBOCTOATbL aTakam cpeacrtsa YL

nogpas3genAarTcA Ha KriaccCbl 3.

3 Heobxoaumblii knacc paspabartbiBaembiX (MoOepHU3Mpyemblx) cpeacTts YL onpeaenAeTca 3aka3ymkom
(paspaboTumkom) cpeacts YL nytem onpeneneHnA BO3MOXHOCTEN OCYLWECTBNATbL CO3f4aHMe crnocoboB aTak,
NMOAroTOBKY WM MPOBEeAEHNE aTak Ha OCHOoBe MyHKTOB 9-14 HacToAwwmx TpeboBaHMI N yKa3blBaeTCA B TaKTUKO-
TEXHWYECKOM 3a[aHNM WU TEXHUYECKOM 3adaHUM Ha NpOBeAEeHMe OMbITHO-KOHCTPYKTOPCKOM paboTbl unn
COCTaBHOW YacTun OMbITHO-KOHCTPYKTOPCKON paboThl No paspaboTke (MoaoepHu3aumn) cpencts YL (oanee - T3 Ha
paspaboTky (MoaepHu3aumio) cpeacts YLI).

9. CpeactBa YL knacca KC1 npoTMBOCTOAT artakam, Mpuv co3gaHuM crnocobos,
NnoaroToBKe N NPOBEAEHUN KOTOPbIX MCNONb3YKTCA CNeayowme BO3MOXHOCTH:

9.1. lMoparoToBka M MNpOBEAEHWE aTakK M3BHE MPOCTPaHCTBa, B npegenax KoToporo
OCYLLECTBNAETCA KOHTPONb 3a npebbiBaHMEM U OEeUCTBMAMU UL, U (MK) TPaHCNOPTHBLIX
CpencTB (panee - KOHTponMpyemaa 30Ha).

9.2. lNMoproToBka n nposBeaeHne aTtak 6e3 NUCMonb3oBaHWA JOCTYNa K PyHKUMOHASbHbIM
BO3MOXHOCTAM NporpaMMHo-annapaTHbIX cpeacTs B3anmogencteua ¢ YL,

9.3. CamocToATenbHOEe OCyWeCcTBeHNne co3aaHuMA CnocoboB aTak, MOArOTOBKU W
NnpoBefeHVA aTak Ha crnefyowme 06beKTbl:

- JOKYMeHTaumio Ha cpeactea YL,

- 3almMLaeMble 3IEKTPOHHbIE AOKYMEHTDI;

- K/TIOYEBYIO, ayTEHTUMLMPYIOLLYIO N NAPOSIbHY MHAOPMaLUNIO;

- cpeacTBa YL, nx nporpaMmHble 1 annapaTHble KOMMOHEHTbI;
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- DaHHble, NepeJaBaemMble Mo KaHanam CBA3W;

- MOMELLEHNA, B KOTOPbIX HAXOAATCA annapaTHble cpenctea (ganee - AC), Ha KOTOpPbIX
peanu3oBaHbl cpenctea YL, a Takxe gpyrve 3awmuaemble pPecypcbl MH(OPMALNOHHOWN
CUCTEMBbI.

9.4. BHeceHune Ha aTanax pa3paboTku, NPOM3BOACTBA, XPaHEHUA, TPAHCMOPTUPOBKN U
BBOAA B aKcnnyartauuo cpencts YL:

- HeraTuBHbIX (PYHKUMOHANbHbIX BO3MOXHOCTEN B cpeactea YL, B TOM uucne ¢
NCronb3oBaHMeM BpPeOHOCHbIX Mporpamm;

- HECaHKLUMNOHUPOBAaHHbIX U3MEHEHUIN B JOKYMeHTauuio Ha cpeactea YLL.

9.5. MNMonyyeHune cnepytowen nHpopMaumn:

- 06Wwmx ceegeHnn 06 MHpopMaLIMOHHOW CUCTEME, B KOTOPOW MUCMOMb3YOTCA CpeacTaa
YL (HasHayeHue, cocTaB, O6beKTbl, B KOTOPbIX pa3MeLleHbl pecypcbl WUH(OPMAaLMOHHOMU
CUCTEMDI);

- cBegeHun 06 MHGOPMaUMOHHBLIX TexHonormax, 6aszax gaHHblX, AC, nporpamMMHOM
obecneyeHun (panee - 1O), nUcnoNb3yemblX B WMH(OPMALNOHHON CUCTEME COBMECTHO CO
cpeactBamu YL;

- cBeeHNN 0 (PhU3NYeCcKMX Mepax 3awmTbl 0O6BHEKTOB, B KOTOPbLIX pa3MeLleHbl cpeacTaa
yL;

- CcBedeHMn O Mepax Mo obecnevyeHunto 3awuTbl KOHTPONMPYEMOM 30HblI OO6BHEKTOB
MHGOPMAUVOHHON CUCTEMBI, B KOTOPOW UCMNOMb3YoTCA cpenctea YL;

- CBEAEHNN O Mepax Mo pasrpaHNYeHnto JocTyna B NOMELEHNA, B KOTOPbIX pa3MeLLeHbl
cpenctea YL;

- cogep>kaHuAa HaxogAwencA B cBOOOOHOM [OCTYyNe TEXHUYECKOW OOKYMEeHTaumm Ha
cpenctea YL;

- CBeleHN O 3awmiiaemMon uHdopmauum, Ucrnonb3yemMon B npolecce akcniyarauum
cpeacts YU (Buagbl 3awmwaemon wuHdopmauumn: cnyxebHaAa WHGOpMauuA, naposibHaA wn
ayTeHTUMuMpyowana MHopmMauua, KOoHpurypaumoHHaAa WHdopmaunA, ynpasnalowasn
MHopMauva, MHGOPMaLMA B 3NIEKTPOHHBLIX >XypHanax perucrpauumu; obwue csBefeHuA O
COAEep>XXaHUM Kaxkaoro Buaa sawmwaemMon nHopmauum; xapakTepucTnkn 6esonacHocTn ona
Kaxxaoro Bnaa sawuiaemon nHpopmauum);

- BCEX BO3MOXHbIX OaHHbIX, NepefaBaemMblXx B OTKPbITOM BUAE MO KaHanaMm CBA3W, He
3aWMUeHHbIM OT HecaHKuMoHupoBaHHOro poctyna (manee - HCO) Kk uHdopmaunu
OpraHM3aunoHHO-TEXHUYECKMMN MepaMu;

- CBEAEHNN O NNHUAX CBA3M, NO KOTOPbIM NepegaeTca 3awmwaeman ¢ UCNoib30BaHUEM
cpencts YL nudpopmaums;

- cBefeHun 060 Bcex NMpoABNAIOWMXCA B KaHanax cBA3W, He 3awmiweHHblx oT HCL k
MHOpMaLUM OpraHN3aLMOHHO-TEXHUYECKUMU MepaMu, HapyLeHWAX npaBwui 3KcnayaTaumm
cpencts YL;

- CcBefeHun 060 BCcex MPOABMAKOWMXCA B KaHanax CBA3W, He 3awmuweHHbix ot HC K
MHOopMaLUM OpraHN3aUMOHHO-TEXHUYECKUMU MepaMmn, HencnpaBHOCTAX U cb6oAx cpeacTs YL,

- CBeAeHuWn, noflyyaemblx B pesynbTaTe aHanusa nobbix OOCTYMHbIX ANA nepexsaTa
CUrHaNoB OT annapaTHbIX KOMMNOHEHTOB cpeacTB YLI.

9.6. Ncnonb3oBaHue:

- HaxogAwmxcA B cBOO6OOHOM OOCTyrNe Wnu 3a npenenaMmm KoHTponmpyemon 3oHbl AC un
MO, Bko4aA NporpaMmHble U annapaTHble KOMAOHEHTbI cpeacTs YL;

- cneunanbHo paspaboTaHHbix AC 1 NMO.

9.7. Vicnonb3oBaHne B Ka4ecTBe KaHanoB aTak He 3awuueHHbix oT HC K nHdopmauunm
OpraHM3aunoHHO-TEXHUYECKMMN MEPaMUX KaHanoB CBA3U (KaK BHE KOHTPONMPYEMOW 30HbI, TaK
1 B ee npepernax), No KOTopbiM nepenaeTcA HpopmaumnaA, obpabaTtsiBaeman cpeacreamu YL,

10. CpepnctBa YL knacca KC2 npoTMBOCTOAT aTakam, MNpu co3gaHum cnocobos,



noaroToBKe N NPOBEAEHUN KOTOPbIX MCNOMNb3YKTCA Cneayowme BO3MOXHOCTN:

10.1. Bo3amoXHOCTW, NnepedncneHHsle B noanyHktax 9.3 - 9.7 HacTtoAwmx TpeboBaHUN.

10.2. NoaroToBka 1 NnpoBefeHne atak U3 KOHTPOSIMPYEMON 30HbI.

10.3. MNMoaroTtoBka 1 NpoBefeHne atak 6e3 ncnonb3osaHnA goctyna K AC, Ha KOTOpPbIX
peanusoBaHbl cpeacTea YLL.

10.4. Wcnonb3oBaHuve WTATHbLIX CPEACTB WH(OPMALNOHHONW CUCTEMbI, B KOTOPOW
ncnonbayTcA cpenctea YL

11. CpeactBa YL knacca KC3 npoTMBOCTOAT aTakam, Npu CcO30aHMM Crnocobos,
noAroToBKe N NPOBEAEHUN KOTOPbIX MCNONb3YKOTCA Creayowme BO3MOXHOCTN:

11.1. Bo3MOXHOCTU, nepedncneHHble B nognyHktax 10.1, 10.4 HacToAwmx TpeboBaHui.

11.2. llogrotoBka W npoBefeHVe aTak Uu3-3a NpenenioB KOHTPOSIMPYEMOW 30HbI C
NCNONb30BaHMEM [OCTyNa K (YHKUMOHANbHBIM BO3MOXXHOCTAM MNpOorpaMmMHO-annapaTHbIX
cpencTB B3ammopencTsmA ¢ YL Ha ocHoBe neranbHoro obnagaHvua ayTeHTuduumpytowen
nHpopmaumenn nNMb6O NOArOoTOBKA M NpoBedeHMe aTak W3 KOHTPONMPYEMOW 30Hbl C
ncnonb3oBaHueM goctyna K AC, Ha KOTOpPbIX peann3oBaHbl KOMNOHEHTbI YL, ¢ npaBamu nuua,
HEe ABNAIOWErocA 4YiaeHOM rpynnbl (PU3NYECKNX Nuy, YMNOSHOMOYEHHbIX MNPOM3BOOUTb
MHCTanNNAuMo, KoHurypmposaHue u akcnnayatauuo cpencts YL, koHurypmposaHue
npocounAa n napameTpoB >XypHana ayauta ((PYyHKUMM CUCTEMHOro agMuHuUcCTpaTtopa),
apxvBMpoBaHMe, pe3epBHOE KOMUPOBaHME U BOCCTaHOBEHME WHGopMaumm nocrne cboes
(dbyHKUMKM onepaTopa), CO30aHME U aHHYIMPOBaHME CEPTUUKATOB KNoYen nposepkn 3l
(dPyHKUMKM agMUHUCTpATOpa cepTuduKauum), MPoCcMOTP U MOAAEPXKKY >XypHana ayauTa
(dbyHKUMM agMuHUCTpaTOpa ayauTta) (manee - rpynna agMuUHUCTpaTopoB cpencts YL) Hu
OOHOro n3 KomrnoHeHtos YLI.

11.3. O6napaHme AC YLl B o6beme, 3aBUCALLEM OT peanin3oBaHHbIX Mep, HanpaBEeHHbIX
Ha NpefoTBpaLLEHNE N NMPeceYeHne HECAHKLUMOHUPOBAHHbIX AEUCTBUN.

12. CpenctBa YL knacca KB1 npoTMBOCTOAT aTakam, npu CcO30aHMM CnocoboB,
noaroToBKe N NPOBEAEHUN KOTOPbIX MCNONb3YIOTCA Cneayowme BO3MOXHOCTN:

12.1. BO3MOXHOCTHU, NnepeyncrieHHble B nognyHkTax 11.1 - 11.3 HacToAwmx TpeboBaHU.

12.2. OcywecTBneHme co3gaHnA CrnocoboB U MOArOTOBKUM aTak C MNpUBEYEHUNEM
cneumanncToB, MMeLWMX ONbIT pa3paboTkn u aHanusa CK3W YL, (Bknoyaa cneumannuctos B
obnactn aHanusa CUrHasoB JIMHEMHOM nepefavn U CUrHanoB MOOOYHbLIX 3NIEKTPOMarHUTHbLIX
n3nyyeHmin n Hasogok CK3U YLI).

12.3. lNpoBeneHne nabopaTopHbiXx mMccnegoBaHun cpencts YL, ucnonb3yembix BHe
KOHTPONMPYEMON 30Hbl B 0O6bEME, 3aBUCALLEM OT peaniM30BaHHbIX Mep, HanpaBfeHHbIX Ha
npenoTBpaLleHne 1 npeceyeHne HeCaHKUMOHMPOBAHHbIX AENCTBUN.

13. CpenctBa YL knacca KB2 npoTMBOCTOAT aTakam, nNpu cO30aHuM Cnocobos,
noaroToBKe N NPOBEAEHUN KOTOPbIX MCNONb3YKTCA Cneayowme BO3MOXHOCTH:

13.1. Bo3amoXHOCTW, NnepeyncneHHsle B noanyHkrtax 12.1-12.3 HacTtoAwmx TpeboBaHUN.

13.2. OcyuwecTBneHne co3gaHnA cnocoboB W MNOAFOTOBKW atak C MpuBEYEHUEM
cneunanucToB B 06nacTM UCMNONb30BaHWA ANA peanuM3auun aTtak HeaeknapupoBaHHbIX
BO3MOXXHOCTEMN NpuKiagHoro n cuctemyoro MoO.

13.3. lNocTtaHoBka paboT MO co3gaHulo CnocoboB M CpeacTB aTtak B Hay4vHo-
nccnenoBaTenbCKUX LEHTpax, cneunanusupylowmxca B obnactm pas3paboTkum M aHanmsa
cpencts YL

13.4. O6bnapaHue uCXOAHbIMM TekcTamum npuknagHoro MO, npumeHAemoro B
WHOPMaLMOHHOM cucTeMe, B KOTOpPOM ucnonb3ylTcA cpenctea YL, v HaxogAwencAa B
CBOOOAHOM OOCTYrne AOKYMEHTaLUMEN.

14. CpenctBa YL knacca KA1 npoTMBOCTOAT arakam, MNpyv co3gaHum crnocobos,
noaroToBKe N NPOBEAEHNN KOTOPbIX MCNONb3YIOTCA Cneayowme BO3MOXHOCTH:

14.1. BO3MOXHOCTU, nepeymcrneHHble B rnoanyHkrtax 13.1 - 13.4 HacToAWwMX
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TpeboBaHuia.

14.2. OcywecTBneHme co3gaHnA CrnocoboB U MOAFOTOBKUM aTak C MNpUBEYEHUNEM
Hay4HO-uUCCneaoBaTeNlbCKNX LEHTPOB, crneumanuanpyowmxca B obnactm paspaboTkm Wu
aHanmnsa CK3WM n B obnacty vMcnonb3oBaHuA ANA peann3auumn atak HeaeknapupoBaHHbIX
BO3MOXHOCTEMN NpuKniagHoro n cuctemyoro MoO.

14.3. O6bnagaHne Bcen OOKYMEHTauMen Ha annapaTHble U NPOrpaMMHbIE KOMMOHEHTDI
cpencts YLI.

14.4. ObnapaHve Bcemn annapaTHbIMU KOMNOHeHTamu cpeacTts YLL.

15. CpeactBa YL 0omkHbI 3KcnnyaTupoBaTbCA B COOTBETCTBUU C SKCMNIyaTaUuMOHHOM
AOKyMeHTaumen Ha cpenctea YL. Komnnekc opraHM3aunoHHO-TEXHUYECKMX MEPONPUATUIA MO
obecneyeHuntio 6GesonacHoro yHKUMOHMpOBaHMA cpencTs YL, pgomkeH ObiTb ykasaH B
aKcnayaTaunoHHOM AOKYMeHTauum Ha cpencTea YLL.

16. Knacc cpepncte 3l1, ncnonbsyembix B cpeactBax YL, OomkeH ObiTb He HuMXe
cooTBeTCTBYlOWEro knacca cpencts YL. Knacc cpencts 31, ucnonbdyemoix B cpeacteax YL,
OOSKEH BbITb YKa3aH B 3KcnyaTauMOHHOM OOKYMeHTaumn Ha cpeactea Y.

Knacc CK3W, ucnonb3dyembix B cpeactBax YL, gonxeH O6biTb He HUXe
cooTBeTcTBytowero knacca cpeacts YL. Knacc CK3W, mncnonb3dyembix B cpeactsax VYL,
O0JKEH ObITb YKasaH B 9KCrnyaTauMOHHOM JOKYyMeHTaumn Ha cpeactea Y.

17. Kaxkxgoe TpeboBaHue, npeabasnaemMoe K cpeactesam YL, noboro knacca kpome KA1,
nmbo npepbABNAeTCcA K cpenctsam YL, cnegytouwero knacca 6e3 U3amMeHeHnn (B 9ToM crydae
OHO B nepedHe TpeboBaHuM K cpencteam YL cnepytowero knacca He ykasbiBaeTtcA), mbo
y>XxectoyaeTcA (B 9TOM criydae B nepedHe TpeboBaHunin K cpeacTeam YL crnepyrowero knacca
npMBOOMTCA YXecTodyeHHaA dopmynupoBka). TpebosaHuAa K cpegcteBam YL cnepytowero
Knacca MOryT cogepXaTb [OOMoSIHUTENbHble TpeboBaHWA, He BXxogAwme B TpeboBaHuA K
cpencteam YL npeabigyliero knacca.

18. TpebosaHua Kk MO cpeacts YL

18.1. TpeboBaHuAa onA cpeactB YL knacca KC1:

- MO cpepcts YL He pomkHO copepkaTb CpencTs, NO3BOMAKOWMX MOOMPULMPOBATL
W nckaxkaTb anroputm paboTbl NporpammHbix cpeacts n AC VL.

18.2. TpeboBaHuAa onAa cpencts YL, knacca KC2:

- npuknagHoe MO cpeacte YU n CK3WU, ncnonbdyembix B YL, 4OMKHO ncnonb3oBatb
TOSIbKO AOKYMEHTUPOBaHHble (pyHKUMK cuctemHoro [M0O.

18.3. TpeboaHuna ana cpencts YL knacca KCS3:

- cuctemHoe u npuknagHoe MO cpeacte YL pomkHO obecnevmBaTb pasrpaHudeHune
AOCTyna CWUCTEMHOro agmMuHucTpartopa cpeacTts YL, agMuHucTpatopa ceptudukaumm
cpeaocte YU u nnu, obecnedymBaemblX CUCTEMHbIM agMUHUCTpaTopoMm cpeacTts YU
noeHTnuumupyrowen mn ayteHtTuuumpyrowen unHpopmaumen nm He ABMAKLWUXCA
agMmuHucTpaTopom ceptudmkaumm cpencte YL (manee - nonb3oBatenu cpeacts YL), kK
nHpopmauum, obpabatbiBaemon cpepactsamu YL, Ha OCHOBaHMM npaswusi pasrpaHUyeHun
A0CTyna, 3afaHHbIX CUCTEMHBIM agMuUHUCTpaTopom cpencts YL,

- cuctemHoe u npuknagHoe MO cpeaoctB YL momkHO cooTBeTcTBOBaTb 4 YPOBHIO
KOHTPONA OTCYTCTBUA HEAEKTAaPMPOBAHHbLIX BO3MOXXHOCTEMN;

- cuctemHoe u npuknagHoe IO cpepcte YL He pmomkHO copep)aTb M3BECTHbIX
YA3BMMOCTEN, ONy6SIMKOBaHHbLIX B 00LWEA0CTYMNHbIX MICTOYHUKAX;

- B cocTaB cuctemHoro u (unu) npuknagHoro MO cpepcts YU gomkeH BxoouTb
MexaHu3Mm, obecrneymBarownii O4YUCTKY ONEepaTUBHON N BHELLHEN NaMATh, UCNOob3yemMon OnA
XpaHeHMA NHpOopMaLMM OrpaHNYEHHOro AocTyna.

18.4. TpeboBaHua aonAa cpencts YU knacca KB1 cosnapatoT ¢ TpeboBaHuAMKU OniA
cpencts YL, knacca KCS.

18.5. TpeboBaHuAa gnAa cpeacts YL, knacca KB2:
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- UCXOOHble TEKCTbl cucTtemHoro u npuknagHoro MO cpeacts YL OomkHbI NponTu
NPOBEPKY peannsauum B HUX METOOO0B M CNOCO60B 3almTbl MHOPMaLUK, NPOTUBOCTOALLUMX
atakam, AnAa nNOAroTOBKM M NPOBEAEHUA KOTOPbIX WCNONb3YOTCA BO3MOXHOCTMU,
nepeyncneHHble B nyHkTax 9-13 HacToAwmx TpeboBaHUn;

- UCXOOHble TEKCTbl CUCTEMHOro n npuknagHoro MO [omKHbI NPONTU MPOBEPKY Ha
OTCYTCTBUE HEAEKNAPNPOBAHHbLIX BO3MOXHOCTEN;

- cuctemHoe n npuknagHoe MO [oMmKHO ObiTb YCTONYMBO K KOMMBIOTEPHBLIM atakam 13
BHELLHUX CeTeMn.

18.6. TpeboBaHnAa onAa cpeactB YL knacca KA1:

- UCXOOHble TEKCTbl cucTtemHoro v npuknagHoro MO cpeacts YL OomkHbI NponTn
dhopmanbHy0 BepUdMKaLmio peanmsaumm B HAX METOAOB M CnOCOB0B 3almTbl MHpOpMaUnK,
NPOTUBOCTOALWMX aTtakam, ANA NOArOTOBKUM W MPOBEAEHMA KOTOPbIX MCNONb3YHTCA
BO3MOXHOCTW, NepeyvncneHHble B nyHkTax 9-14 HactoAawmx TpeboBaHui, a Tak>xe OTCYTCTBUA
B HUX HeEeKNapnpoBaHHbIX BO3MOXHOCTEN.

19. TpeboBaHuna k AC YLI:

19.1. B cnyyae nnaHupoBaHuA pasmeweHna AC VYL, B nomMeweHnAX, B KOTOpPbIX
NPUCYTCTBYET peyeBand akyCcTu4yeckasa W BuadyasbHaA WMHQopmauunA, copepkallasa cBefeHuA,
COCTaBNAKOWME rocyaapCTBEHHYIO TalHy, N (MNU) YCTAHOBJIEHblI TEXHWYECKUe cpeacrtesa U
cucTtembl npuema, nepepadu, ob6paboTku, XpaHeHMA N OTobpaeHuAa UuHdopmauuw,
cogep>xawen CBeOeHUA, COCTaBNANWME FOCYAAPCTBEHHYID TanHy, TEXHUYECKMEe cpeacTsa
WHOCTPaHHOro Npou3BOACTBa, BxoaAwme B coctaB cpencts YL, nomkHbl 6biTb NOABEPrHYThHI
npoeBepkam MO BbIABMEHUIO YCTPOWUCTB, MNpefHas3Ha4eHHbIX A1 HernacHoro rnosyyYeHunaA
MHopMaLUK, a TakxXe UCCNeaoBaHMAM Ha COOTBETCTBUE TPeboBaHMAM NO 3anTe OT YTEUKU
MHpopMauMn No KaHanam MO6OYHbIX 3ANEKTPOMArHUTHbIX WU3MYYEHUN N HABOOOK B
COOTBETCTBUN C KaTEropmen BblAENEHHOIO NOMELLEHNA.

19.2. TpeboBaHuAa ana cpeacts YL, knacca KC1:

- NPOBOOMUTCA NMpoBepka COOTBETCTBMA peanusaumn uenesbixX pyHkuun YL Ha ocHoBe
cuctembl TectoB AC VL.

19.3. TpebosaHna pna cpenctB YU knaccos KC2, KC3, KB1, KB2 cosnagaiwT C
TpebosaHmamn gna cpencts YL knacca KC1.

19.4. TpeboBaHnAa onAa cpeacts YL knacca KA1:

- npoBefeHue crneunasnbHON MPOBEPKU TEXHUYECKUX CPencTB WHOCTPAHHOro
npou3BoacTBa, BxogAwux B coctaB AC VYL, B uenAx BblABNEHUA YCTPOWNCTB,
npegHasHa4YeHHbIX ANA HErnacHoro nony4YeHmna nHpopmauny;

- npoBeneHne nonHon sBepudmnkaumm AC (COBMECTHO C aHanMM30M MPOrpaMMHOro Kopa
BIOS), Ha KoTopbix peanuaytoTcA cpeactsa YL, € uUenbi WUCKAYEHUA HeraTuUBHbIX
PYHKLMOHAbHBIX BO3MOXHOCTEN.

20. TpeboBaHUA K poneBoMy pasrpaHUYEHNIO:

20.1. OnAa ob6ecne4vyeHna BbinonHeHuUA QyHKunn YL cpepctea YL [onXHbl
noaaep>XXuBaTb posieBOE pasrpaHnNyeHne YeHoB rpynnbl agMMHUCTPaTopoB cpeacTs YL,

20.2. TpeboBaHua ana cpeacts YL knacca KC1:

- DOMKHbI BbITb OnpeaeneHbl CNUCOK posier U pacnpeneneHne o6A3aHHOCTEN mexay
ponAamu;

- CNUCOK ponien n pacnpegeneHne 06A3aHHOCTEN MeXOy PONAMUM O0SKHbI ObITb
yKasaHbl B 3KCrnyaTaumoHHON AOKYMeHTauumm Ha cpenctea YL,

20.3. TpeboBaHuna pna cpeactB YL, knacca KC2 cosnapgatot ¢ TpeboBaHuAMKM aOnA
cpencts YL knacca KC1.

20.4. TpeboBaHuAa ana cpeacts YL, knacca KC3:

- cpeacTea YU nomkHbl nopaepXxmearth cnegyowme obAasaTenbHble ponu:

1) cMcTemMHOro agMmHUCTpaTopa C OCHOBHbIMM OOA3aHHOCTAMWU WHCTaNIAUNU,
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KOHUrypaumm v noponep>xXkm gyHkuuoHnposaHua cpencts YL, cospmaHnA v nogaepxkku
npoounen YneHoB rpynnbl agMUHUCTPATOPOB cpeactB YL, KoHdurypaumm npocuna wn
napameTpoB XypHana ayaouTa;

2) agMuHuUCcTpaTopa cepTudukauum C OCHOBHbIMM 06A3aHHOCTAMMW: CO3JaHne W
aHHyNIMpoBaHue cepTUdUKaToB Kio4ven nposepku 3,

- B cpencteax YL, oomkeH 6biTb peann3oBaH MexaHu3Mm, UCKYaoWmnii BO3MOXXHOCTb
aBTOpM3auuM OOHOrO YfeHa u3 rpynnbl agMuHUcTpaTopoB cpeacts YL, onAa BbInoOnHeHWA
pasnnyHbIX PONen.

20.5. TpeboBaHua anAa cpeacts YL knacca KB1:

- cpeactea YL, pomkHbl obecneuvBatb Hanmume o06A3aTeNnbHOM ponan onepaTtopa C
OCHOBHbIMW 06A32HHOCTAMU MO PE3EPBHOMY KOMMPOBAHUIO N BOCCTAHOBEHUIO.

20.6. Tpeboeanua pna cpepcts YL knacca KB2 cosnapatoT ¢ TpeboBaHuAMKM aOnA
cpencts YL knacca KB1.

20.7. TpeboBaHua anAa cpeacts YL knacca KA1:

- cpeactea YL nomkHbl obecneymBaTtb Hanuyne obA3aTenbHOW ponv agMuHMUcTpaTopa
ayauTa C OCHOBHbIMM 06A3aHHOCTAMW: NPOCMOTP M NOAAEPXKKA XypHana ayauTa;

- CUCTEMHbIN aAAMUHUCTPATOP HEe AO0/MKEH MMETb BO3MOXXHOCTU BHOCUTb U3MEHEHUA B
XXypHan ayauTta.

21. TpeboBaHuA K LenocTHOCTH cpeacTs YL:

21.1. Cpeactea YL nomkHbl cogep)xaTb MEXaHM3M KOHTPONAA HECaHKUMOHMPOBAHHOIO
CNyyYyamHoOro n (Mnn) npegHaMepeHHOro WUCKaXKeHuAa (M3MEeHeHWA, moaudpukaummn) u (Mnu)
paspyweHnAa nHdopmMaumn, nporpaMmmMHbix cpeacts n AC YL (mnanee - mexaHU3M KOHTPOSA
LEeNOCTHOCTH).

21.2. TpeboBaHua ana cpeacts YL, knacca KC1:

- TpeboBaHMA K MEXaHU3My KOHTPOSA LEOCTHOCTU AO/MKHbI ObiTb yKa3aHbl B T3 Ha
paspaboTky (MogepHm3aumo) cpencts YL,

- DOMKeH BbITb onpenesnieH nepuoa KOHTPOA LEeNoCTHOCTU nNporpaMmHbix cpeacts u AC
VYLl n ykasaH B aKcnayaTaumMoHHOW OOKYMEHTaumm Ha cpeactea YL,

- KOHTPO/b LENOCTHOCTU nporpaMMHbiX cpeactB u AC YL nonkeH BbINOAHATLCA Mpu
KaXK[0n nepesarpys3ke onepaumoHHon cuctemol (aanee - OC);

- DOMMKHbI UMETbCA CpeacTBa BOCCTAHOBIEHUA LeNnocTHOCTU cpeacts YLL.

21.3. TpeboBaHna gna cpencte YL, knacca KC2 cosnapgatwT ¢ TpeboBaHuAMUM OnA
cpencts YL knacca KC1.

21.4. TpeboBaHua ona cpencts YL, knacca KC3:

- KOHTPOSb LeSIOCTHOCTM OO/KEH BbINOSTHATLCA HE peXe OAHOro pasa B CYyTKW.

21.5. TpeboBaHuAa anAa cpencts YL knacca KB1:

- KOHTPOS1b LeSIOCTHOCTW OO/MKEH BbINOMHATLCA A0 3arpy3kn OC cpeacts YL

21.6. TpebosaHuAa pna cpepcte YL knacca KB2 cosnapatot ¢ TpeboBaHuAMKM aOnA
cpencts YL knacca KB1.

21.7. TpeboBaHua anAa cpeacts YL knacca KA1:

- KOHTPONb LENOCTHOCTU AOJIXKEH OCYWeCTBNATbCA AUHAMUYECKU npu
dyHKUMOHMpoBaHUM cpeacts YL,

22. TpeboBaHWVA K yrpaBfieHUIO OOCTYMNOM:

22.1. Cpepnctea YL ponkHbl obecneynBaTb ynpasneHne OCTYMNOM.

22.2. TpeboBaHua ana cpencts YL knacca KC1:

- AO/MKHbI ObITb OnpeaeneHbl TpeboBaHNA K yrpaBfeHUo A0CTYNOM U ykasaHbl B T3 Ha
pa3paboTky (MogepHu3aunio) cpencts YL,

22.3. TpebosaHuAa aona cpeacts YL knacca KC2 coeBnapalot ¢ TpeboBaHMAMM ONnA
cpencts YL knacca KC1.

22.4. TpeboBaHua anAa cpeacts YL knacca KC3:



- B YLl ponkeH obecneymBaTbCA ANCKPELMOHHBIN NPUHLMI KOHTPOAA JocTyna.

22.5. TpeboeaHua pna cpencte YL knacca KB1 cosnapgatot ¢ TpeboBaHuAMKM AOnA
cpeactB YL knacca KC3.

22.6. TpeboBaHuAa anAa cpencts YL knacca KB2:

OO0JIKHO 6bITb 06ecnevyeHo co3naHne 3amkHyTon paboyen cpenpbl ! cpeacts YL.

1 MporpamMmHas cpepa, KOTopaA AOMyckaeT CyLWecTBOBaHME B Hell TONbKO (MKCMPOBAHHOro Habopa
Cy6BEKTOB (nporpamm, NpoLeccos).

22.7. TpeboBaHna ana cpencts YL, knacca KA1:
- B YLl ponykeH obecneumBaTbCA MaHAATHLIA NPUHLMN KOHTPONA OOCTYNa;
- AnA BBoAda knwoya 3l agMuHucTpatopa cepTudukaunm TpebyeTcA He MeHee ABYX

OOBEepPEeHHbIX L, 2.

2 Jlnua, AsnAlowmeca vneHamn rpynnsl agMuHUCTpaTopos cpeacTts YLL n 3aBegomo He AsnAlolmMecs
HapywmnTenaMun.

23. TpeboBaHMA K ngeHTUpnKaumm n ayTeHTumkaunm:

23.1. VlgeHTndmkauma v ayTeHTUukauma BKAOHaKT B cebAa pacno3HaBaHue
nonb3oBaTtenAa cpencts YL, yneHa rpynnel agmuHmucTpaTopoB cpeacts YL wnm npouecca um
NPOBEPKY MX MOASMHHOCTU. MexaHu3m ayTeHTUmKaumm gomkeH 610KMpoBaTb OOCTYN 3TUX
Ccy6BbeKTOB K pyHKUUAM YL npu oTpuuaTenbHOM pesynbTaTte ayTeHTUdukaunu.

23.2. B cpepctBax YL pnAa niobon peann3oBaHHOW npouenypbl ayTeHTudukauum
OO/MKEH ObITb NPUMEHEH MEeXaHU3M OrpaHUYeHWA KONM4YecTBa Crefylowuyx rnoapAn nonbIToK
ayTeHTUdUKaumMnm ogHoro cybbekTa AocTyna, YNC0 KOTOPbIX HE AO/MKHO ObITb 6oMblle Tpex.
[Mpn npeBbIWEHNN Yucna crnepyowux noapAa nonbITOK ayTeHTUduKaumMm ogHoro cybbekTa
AOCTyna YCTaHOBNEHHOrO MpeaenbHOro 3Ha4yeHwA [[OoCcTyn 3Toro cybbekta poctyna K
cpencteam YL oomkeH 6biTb 3ab610KMPOBaAH Ha MPOMEXYTOK BPEMEHU, KOTOPLIN yKa3biBaeTcA
B T3 Ha pa3paboTky (MogepHmn3aumio) cpencTs YLI.

23.3. TpeboBaHua ona cpencts YL, knacca KC1:

- onucaHue npoueaypbl pernctpaumn nonb3osatenen cpeacts YL (BHeCeHNA OaHHbIX B
peecTp nonb3oBaTtenen cpencts YL) A[0MKHO copgep)xaTbCA B 3KCMNyaTauMOHHOMN
OOKYMeHTaumun Ha cpeactea YL,

- ONA BCEeX vu, OCYLWeCTBAAWMX OOoCcTyn K cpencteam YL, pgomkHa npoBoguTtbeA
ayTeHTudpukauma. lNpu 3ToM ponyckaeTcA OrpaHUYMTbCA WUCNOMb30OBaHWEM AnA
ayTEeHTUUKALMN TONbKO CUMBOJSIBHOrO NEPUOANYECKUN U3MEHAIOLLEroCcA NaponA U3 He MeHee
yeM 8 CMMBOJSIOB MpPW MOLLHOCTM andgasmTa He mMeHee 36 cumBonoB. [lepuon VU3MeHeHuA
naposiAa He JOMKEH ObITb 60MblUe 6 MecALEeB.

23.4. TpeboBaHua ona cpencts YL, knacca KC2:

- Heob6X0AMMOCTb MpPeabABNEHMA nonb3oBatenem cpencts YL, npu ero peructpauum
OOKYMEHTOB, YOOCTOBEPAKOWMX JIMYHOCTb, OO/HKHA OblTb OTpaXkeHa B 3KcnjyaTauMOHHOM
OOKYMeHTaummn Ha cpeactea YL,

- ANnA Bcex nonb3oBaTtenen cpeactB YL gonyckaeTcA MCNoOnb3oBaHWE MeEXaHW3MOB
yoaneHHon ayteHTudpukauuun. CneumanbHble XapakTePUCTUKU MEXaHWU3MOB YyOaneHHOMU
ayTeHTugunKaumm L[OMKHbI OblTb MNOATBEPXOEHbI B pamMkKax NPOBEeOEHUA MNpPOBEPKU
cooTBeTCcTBMA cpeacTs YL n o6bekToB MHopMaTM3aummn, UCNOMb3YIOWNX AaHHbIE CPeacTsa,
HacToAwmMM TpeboBaHMAM;

- MPWY OCYLLECTBNEHUM NOKanbHOro Aoctyna K cpeacream YL ayTeHTudukaumA 4neHos
rpynnbl  agMuHUCTpaTopoB cpeacts YL momkHa BbINONHATLCA OO0 nepexoga B paboyee
cocToAHue 3Tux cpencts YU (Hanpumep, fo 3arpyskun 6asoson OC).
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23.5. TpebosaHua gna cpencts YL, knacca KC3:

- B cpencteax YL pomkeH ObITb peann3oBaH MexaHu3M ayTeHTUdukauum nokanbHbIX
nonb3oBaTtenen, nmewwmx AOCTyn K cpencteam YL, HO He BXogoAwMXx B COCTaB rpynmbl
aAMUHUCTpaTopos cpeacTs YL,

23.6. TpeboBaHuAa anAa cpeacts YL knacca KB1:

- MpY OCYLWECTBMIEHMN yAaneHHOoro goctyna K cpegcrteam YL mcnonb3oBaHne TONbKO
CUMBONBHOIO NaposiA He [OonyckKaeTCA, OO0JIXKHbl MCNONb30BaTbCA MEXaHU3Mb
ayTeHTUMKauMmM Ha OCHOBE KpUNTorpapmnyeckmx npoToKOI0B.

23.7. TpeboeanunAa pna cpencts YL knacca KB2 cosnagatoT ¢ TpeboBaHuAMKM aOnA
cpencts YL knacca KB1.

23.8. TpeboBaHna ana cpencts YL, knacca KA1:

- B cpencteax YU ona moboro peann3oBaHHOro MexaHuama ayTeHTudukaumm gonxHa
6blITb peann3oBaHa BO3MOXHOCTb YCTAHOBKW MpeaesibHO [ONyCTUMOro Konnyectsa
cnepywowmx noapAn nonbiTOK ayTeHTUugukauum ogHoro cybbekTa [ocTyna U yCTaHOBKU
BpeMeHn 610KMPOBKK JoCTyna K cpeacteam YL, Ha mecTax ux akcnayaTaumn.

24. TpeboBaHVA K 3aWwnTe AaHHbIX, NOCTYNaoWmMX (3KCnopTupyembix) B (13) YL

24.1. CpepgctBa YL pomkHbl obecneymBaTb [OBEPEHHbIN BBOA, CaMOMOAMNUCAHHOrO
cepTudmkaTta Krtova nposepku Il1.

24.2. TpeboBaHuAa ana cpeacts YL knacca KC1:

- cpenctea YU pomkHbl obecrneumBaTbh nepefadvy AaHHbIX, coaepxXalmx MHgpopmaumio
orpaHM4yeHHoOro poctyna, noctynawowmx B YL wn akcnoptupyembix un3 VYL, cnocobowm,
3awmileHHbim ot HC[;

- B cpeacteax YL, momkHa ObiTb peanu3oBaHa npouenypa 3awuTbl OT HaBA3bIBAHWA

NOXXHbIX COOBOLLEHNI 1 X
- TpeboBaHMA K npoueaype 3awuTbl OT HaBA3bIBAHWA JOXHbIX COOOLLEHUNA
yKasbiBatoTcA B T3 Ha pa3paboTKky (MogepHu3aumio) cpeacts YL,

1 HaBA3sbiBaHMe NOXHOro cooblieHnA npeacTaBnAaeT cobon AencTBue, BOCNPUHUMAEMOE y4acTHUKaMU
3NEeKTPOHHOro B3ammopgencTemAa wunu cpegcteamm YL kak nepegada WMCTUHHONO coobueHna cnocobom,
3awmweHHbiv ot HCZ.

24.3. TpeboBaHuAa ana cpeacts YL, knacca KC2:

- cpeactea YL, pomxHbl obecrneymBaTb 3aluUTy MNepBOHAYanbHOro 3anpoca Ha
cepTudukaT knoya nposepkun 3;

- cpeactea YL pomKHbl NpUHUMMATb KPUTUYHYKO O1A (OyHKUMoHupoBaHuA YL
WMHopMaUUIo, TONbKO ecnn oHa nognucaHa 3l.

24.4. TpeboBaHua ona cpencts YL, knacca KC3:

- B cpencteax YLL momkeH 6biTb peann3oBaH MeXaHU3M 3almTbl OT HaBA3bIBAHWUA
NOXHbIX COOOLLEHNN Ha OCHOBE UCMoNb3oBaHWA cpencts Ol1, nonyymBlwKX NOATBEPXAEHME
COOTBETCTBMA TpeboBaHnAM K cpeacTesam Oll.

24.5. TpeboBaHuAa anAa cpeacts YL knacca KB1:

- B cpenctBax YL, pomkeH 6bITb peann3oBaH MEXaHU3M 3almThl AaHHbIX NPy nepepaye
X Mexay pmnamnyeckmn pasneneHHbiMM KOMMOHEHTaMM Ha OCHoBe mncnosb3oBaHna CK3N.

24.6. TpebosaHnAa onA cpenctB YL knaccoe KB2 n KA1 coBnagatoT ¢ TpeboBaHMAMU
onAa cpencts YL knacca KB1.

25. TpeboBaHuAa K pernctpaunm cobbiTUN:

25.1. basosaa OC cpeacts YL, pomkHa noppoep>xmBaTb BeAEHWE >XypHana ayauta
CUCTEMHbIX COBbITUN.

25.2. TpeboBaHuAa anAa cpencts YL knacca KC1:

- B cpeactBax YL poosmkeH 6biTb peann3oBaH MexaHM3Mm, NPouU3BOLALLMNA BblIOOPOYHYO
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pervcTpauuio cobbITUI B XXypHane ayamTa, CBA3aHHbIX C BbiNOAHeHNeM YL cBonx oyHKUNIA;

- CMUCOK PEerncTpypyembix COObITUM [OMKEH COAepXaTbCA B 3KCMjyaTauuOHHOM
OOKyMeHTaummn Ha cpeactea YL.

25.3. TpebosaHua aona cpeacts YL knacca KC2 cosnapatot ¢ TpeboBaHMAMM OnA
cpencts YL knacca KC1.

25.4. TpeboBaHna ana cpencts YL, knacca KC3:

- OO/MKHbI OblTb MPUHATbI Mepbl OOHAPY>XXEHUA HECAHKUWOHUPOBAHHbIX W3MEHEHWUI
XXypHana ayamTta nosnb3oBaTtenAmu cpencts YL, He ABMAAOWMMUCA 4YneHamu rpynnbl
agMuHucTpaTopos cpeacts YL

25.5. TpeboeaHuAa pna cpencte YL knacca KB1 coBnagatoT ¢ TpeboBaHuAMKM AnA
cpencts YL knacca KCS.

25.6. TpeboBaHuAa anAa cpencts YL knacca KB2:

- OO/MKHbI ObITb MPUHATLI Mepbl OBHApPY>XeHUA HEeCaHKUWOHUPOBAHHbIX W3MEHEeHWU
KaXK[0M 3anucu B XXypHasne ayguTa.

25.7. TpeboBaHua ana cpeacts YL, knacca KA1:

- XKypHan ayamTa OMMKEH ObiTb AOCTYMNEH TOMIbKO agMUHUCTPATOPy ayauTta, KOTOpbI
MOXXET OCYLLECTB/ATb TO/IbKO ero NPOCMOTP, KOMMPOBaHME U MOJIHYIO O4UCTKY. [locne ouncTKu
nepBOM 3anucbio B >XypHane ayguta [OO/DKeH aBTOMaTUYeCcKu perucTpupoBaTbCcA  pakT
OYUCTKM C YKasaHnem fatbl, BpEMEHU N NHpopMauum o vue, NPon3BoAMBLLEM ONepauumio.

26. TpeboBaHWA N0 HAAEXHOCTU N YCTONYNBOCTU (PYHKUMOHMpPOBaHUA cpeacTtB YLL:

26.1. JonxkHbl 6bITb onpeneneHbl TpeboBaHWA MO HAOEeXHOCTU WU YCTOMYMBOCTU
byHKUMOHMpoBaHnA cpeacTts YL, n ykasaHol B T3 Ha pa3paboTky (MOAepHM3aumio) cpencTts
Y.

26.2. TpeboBaHuAa ana cpeacts YL, knacca KC1:

- NPOBOANTCA pacyeT BepoATHOCTM cboeB n HeucnpasHocTen AC VYL, npuBogAwmx K
HeBbINosHeHMO YL cBoux pyHKUNNA.

26.3. TpeboBaHuAa anAa cpeacts YL knacca KC2:

- OO/MKHO OCYLECTBNATLCA TECTUPOBAHWE YCTOMYMBOCTU (DYHKUMOHUPOBAHNA CPEeaCcTB
yu.

26.4. TpeboBaHuAa ana cpeacts YL, knacca KC3:

- JO/MKHbI BbITb onpenernieHbl TpeboBaHUA NO BpeMeHW BocCTaHoBneHuA cpeacts YL
nocne cboA n ykasaHbl B T3 Ha pa3paboTky (MogepHmn3saumnio) cpencts YL;

- Mepbl U CpeAcTBa MNOBLIWEHMA HAOEXHOCTU U YCTONYMBOCTU (PYHKLMOHMPOBAHUA
cpencts YL nomkHbl cogepxaTb MexaHn3mMbl KBOTUPOBaHUA pecypcoB cpeacTts YL,

26.5. TpebosaHua onAa cpencts YL knacca KB1:

- BEPOATHOCTb cboeB u HeucnpasHocten AC YL, npuBogAwmx K HeBbinonHeHuio YL
CBOMX (OYHKUMA, B TeYEeHWe CYTOK He OOS/HKHa MNpeBbiwaTb aHanorMyHon BEpOATHOCTU AnA
ncnonbdyembix CK3W.

26.6. TpeboBaHua onAa cpencts YL, knaccos KB2 n KA1 cosnagatot ¢ TpeboBaHUAMUA
anAa cpencts YU knacca KB1.

27. TpeboBaHUA K KNo4YeBon MHGopMaLmn:

27.1. TopAgoK co3faHuA, MCNOMb30BaHWA, XPaHEHWA U YHUYTOXEHUA KIIOYEBOM
MHopmMaunum onpenenAeTcA B COOTBETCTBUM C TpeboBaHMAMM IKCMyaTaunmOHHOMN
OOKyMeHTaumn Ha cpeactea Ol n nHole CK3W, ncnons3yemble cpenctsamm YL,

27.2. Cpok peunctema knoya Ol cpeaoctBa 3l, ucnonb3yemoro cpencrteamu YL,
OOJIKEH COOTBETCTBOBAThL TPeOOBAHUAM, YCTAHOBNEHHbIM K cpeacTaam Oll.

27.3. TpeboBaHna ona cpencts YL, knacca KC1:

- He ponyckaeTcA KonupoBaHue uHGOpPMaLUN KIHOYEBbIX LOKYMEHTOB
(kpunTOrpadmnyeckmx KnNoYen, B TOM yucne knoden 3l) Ha HocuTenu (HanpuMep, >XECTKUN
ONCK), He ABMAKWMECA KoYeBbIMU HOocUTenAMU, 6e3 ee npeaBapuTesibHOro WngpoBaHua



(koTOpOE [O/MKHO OCYLWECTBAATLCA BCTPOEHHOW (yHKUMen wncnonb3dyemoro CK3WU).
KonunpoBaHne Kno4eBbIX AOKYMEHTOB AO/MKHO OCYLECTBMATLCA TOMbKO B COOTBETCTBUU C
3KCnyaTaunoHHON AOKYMEHTaumen Ha ncnonbdyemoe CK3WU;

- kKmoun 3Al, mucnonb3yemble OnA NOANUCU cepTudmnkaToB Knwoyen nposepkn Il un
CMUCKOB YHUKasIbHbIX HOMEPOB CEepTU(MKATOB KNtoyen nposepkn Al1, oencTBnme KOTOpbIX Ha
onpeneneHHbIn MOMeHT 6bIN10 npekpatweHo YL, o UcTeyeHnA cpoka ux OencTBuA (panee -
CMNCOK aHHYNMPOBAHHbIX CEPTUCMKATOB), HE OOSHKHbI UCMONBb30BAaTbCA HWU O/1A KaKUX UHbIX
uenewn;

- CPOKM [OEeNCTBUA BCEX KJOYeW [OO/MKHbl OblTb YyKasaHbl B 3KCMjyaTaunmoHHOMU
OOKyMeHTauuun Ha cpenctea YL.

27.4. Tpeboanua gna cpencts YL knaccos KC2 n KC3 cosnagatoT ¢ TpeboBaHMAMMN
ana cpeacts YL knacca KC1.

27.5. TpeboBaHua anAa cpeacts YL, knacca KB1:

- OO/DKHbl OblTb MNPUHATBHI OPraHM3auUOHHO-TEXHUYECKUE Mepbl, UCKYawLwme
BO3MOXXHOCTb KOMMNpomeTaumm knoda 3l, mcnonb3yemoro AnAa noanucu cepTudukaTos
Knoyen nposepkn Il M CNMCKOB aHHYNIMPOBaHHbIX CEPTUPUKATOB, MPU KOMMpPOMETaLnn
KNto4eBon nHopmauumn, LOCTYNHOW OOHOMY Ly .

27.6. TpeboBaHuAa anAa cpeacts YL knacca KB2:

- knod A, ncnonbdyembld ANA NOANUCU CepTUmMKaToB Kroden nposepkn 3l u
CMUCKOB aHHYNIMPOBAHHbLIX CepTUdPUKATOB, AOSIKEH reHepupoBaTbCA, XpPaHWUTbCA,
Ncnonb3oBaTbCA U YHUYTOXAaTbcA B cpeactee Jl. [lonyckaeTcA MCNoNb30BaHWE TOJbKO
cpeacte Ol1, nonyumBWwNX NOATBEPXKAEHNE COOTBETCTBMA TpeboBaHMAM, NpeabABAAEMbIM K
cpencteam Al B cooTBeTCTBUM ¢ DeaepasibHbIM 3aKOHOM;

- OO/MKHbl OblTb MNPUHATBHI OPraHM3auUOHHO-TEXHUYECKUE MEepbl, UCKIYawLwme
BO3MOXXHOCTb KoMnpomeTaumm knoda 3l, mcnonb3yemoro AnA noanucu cepTudukaTos
knoven nposepkn Al M CNUCKOB aHHYNMPOBAHHbIX CEpPTUPMKATOB, NMpU KOMMpomeTauuu
KI04EeBOW MHGPOpMaLMK, OOCTYNHON ABYM NULAM.

27.7. TpeboBaHua anAa cpeacts YL, knacca KA1:

- OO/MKHbl OblTb MNPUHATBHI OPraHM3auVOHHO-TEXHUYECKUE MEpbl, UCKIYawwme
BO3MOXXHOCTb KoMnpomeTaumm knoda 3l, mcnonb3yemoro AnA noanucu ceptudunkaTos
knoyen nposepkn A1 M CNMCKOB aHHYNMPOBaHHbLIX CepTUdUKATOB, MPU KOMMpoMeTauuu
KI0YeBOW MHGPOpMaLMK, OOCTYNHOW TPEM nnuam.

28. TpeboBaHMA K pe3epBHOMY KOMMPOBaHUIO U BOCCTAHOB/IEHUIO PpaboTOCMOCOOGHOCTU
cpencts YL:

28.1. Cpenctea YU pomkHbl peann3oBbiBaTb PYHKUUM PE3EPBHONO KOMMPOBAHWA WY
BOCCTaAHOBNeHNA Ha cnydan nospexgeHnAa AC n (wnn) uHdopmauum, obpabaTbiBaemown
cpencteamm YL. B xogoe pesepBHOro KonupoBaHWA LO/MKHA ObiTb UCKKOYEHA BO3MOXHOCTb
KOMMPOBaHMA KPUNTOrpagouyecKmx Koyen.

28.2. TpeboBaHunAa gnAa cpencts YL knacca KC1:

- [laHHble, COXPaHEHHbIE NPU PE3EPBHOM KOMMPOBAHUWN, OO0/MKHbI ObITb AOCTATOYHbI ANA
BOCCTaHOBNEHNA (PYHKUMOHMPOBaAHNA cpenctB YL, B cocToAHue, 3admKcupoBaHHOE Ha
MOMEHT KOMUPOBaHUA.

28.3. Tpeboeanua gna cpencts YL knaccos KC2 n KC3 cosnagatoT ¢ TpeboBaHMAMMN
ana cpeacts YL, knacca KC1.

28.4. TpeboBaHuAa anAa cpeacts YL, knacca KB1:

- OO/MKHbI ObITb MPUHATbI Mepbl OBHAPY>XXEHUA HECaHKUWOHUPOBAHHLIX W3MEHEeHWUI
COXPaHEHHbIX OAHHbIX;

- DOMKHbI 6bITb ONpeaeneHbl TpeboBaHMA NO BPEMEHM BOCCTAHOB/IEHMA U yKadaHbl B T3
Ha paspaboTky (MogepHusaumio) cpencts YL m B akcnnyaTaumoHHOW OOKyMeHTauuu Ha
cpenctea YL



28.5. TpeboBaHuAa anAa cpeacts YL knacca KB2:

- coxpaHAemasa npu pe3epBHOM KOMMPOBaHMM 3awmwaemasa WHdopmauua [oskKHa
COXPaHATLCA TONbKO B 3aMpoBaHHOM BMAE.

28.6. TpeboBanunAa ona cpencts YL knacca KA1 cosnapgaiwT C¢ TpeboBaHuAMM OnA
cpencte YL knacca KB2.

29. TpeboBaHUA K CO30aHMIO N aHHYTMPOBaHUIO CepTUNKATOB KNtoyen nposepkn Il 1:

29.1. NpoTOKONbI CO30aHNA U aHHYNMPOBAHUA CepTUGMKATOB Kioden nposepkn Ol
OOSKHBbI B6bITb ONMCaHbl B 3KCNyaTauuMoOHHOW AOKYMeHTaumm Ha cpencTea YL

29.2. Co3paBaemble YL ceptudukaTtbl knwoyen nposepku Il U cnucku
aHHYNNPOBAHHbLIX CepTUMUKATOB [O/XKHbI COOTBETCTBOBATb MeXAYHapPOAHbIM

pekomeHpgaumam ITU-T X.5091 (oanee - pekomeHpgauuu X.509). Bce nonAa v OOMOSHEHUA,
BKJllO4aeMble B cepTudwmkaTt knwo4den nposepkn Il M CNNCOK aHHYINPOBAHHbIX
cepTMduKaToB, OOMKHbI OblTb 3aMOfIHEHbl B COOTBETCTBUMU C pekoMeHpauuAamu X.509. Mpwu
NCNONb30BaHUN anbTepHATUBHBIX HOPMaToOB cepTUdUKATOB Krtoven nposepkn 3 AOMKHbI
ObITb onpefeneHbl TpeboBaHMA K MPOTOKOSaM CO30aHUA U aHHYMPOBAHWA CepTUUKATOB
Kntoyen nposepkn Il 1 ykasaHbl B T3 Ha pa3paboTky (MogepHu3auuio) cpeacts YLL.

1 ITU-T Recommendation X.509. Information technology - Open systems interconnection - The Directory:
Public-key and attribute certificate frameworks. 2008. http://www.itu.int/rec/T-REC-X.509-200811-i.

29.3. Cpenctea YL, gomkHbl peanv3oBbiBaTb NPOTOKOS aHHYIMPOBAHWA cepTudukaTa
Kntoya nposepkun 3l ¢ UCNONb30BaHMEM CMUCKOB aHHYTMPOBaHHbLIX CEPTUGUKATOB.

29.4. [lonyckaeTcA peanusaumA NPOTOKONOB aHHynmpoBaHuA 6e3 Mncrnosnb30BaHWUA
CMCKOB aHHYNIMPOBAaHHbIX CepTUdNKATOB, TPEOOBAHNA K KOTOPbIM AO/MKHbI ObITb YKa3aHbl B
T3 Ha paspaboTky (MogepHusaumio) cpencts YLL.

29.5. TpeboBaHuAa anAa cpeacts YL knacca KC1:

- B cpeacTtBax YL, gomkHa 6biTb peanu3oBaHa OyHKUMA U3rOTOBMIEHMA cepTudmkaTa
knoya nposepkn Ol Ha GymaxkHoM HocuTene. lMopAagok Bblgaum ceptudmkaTta Knoya
nposepkn Ol Ha OymMa>kHOM HOcuUTene, a TakXxe npouedypa KOHTPONA COOTBETCTBUA
cepTudmkaTa Knoyda nposepkn Il B 9NEKTPOHHOM BuAe U Ha BYMaKHOM HOcUTeNe OOSKHbI
ObITb YKa3aHbl B 9KCMnlyaTauMOHHOW OOKYMEHTaumm Ha cpeactea YL,

- B cpeactBax YL B oTHoweHun Bnagenbua ceptudukata knawda nposepkn 3l
OOMKHbI ObIThb peann3oBaHbl MEXaHU3Mbl NPOBEPKU YHUKANbHOCTU Ktoya nposepku Ol un
obnagaHmA COOTBETCTBYHOLWMM Kto4om Il.

29.6. TpebosaHunAa pna cpeactB YL knacca KC2 cosnagatoT ¢ TpeboBaHuAMKU ANA
cpencts YL knacca KC1.

29.7. TpeboBaHua ona cpencts YL, knacca KC3:

- NOrpPEeLHOCTb 3HAYEHNN BPEMEHU B cepTudmkatax knwoden nposepkn 3l n cnmckax
aHHYIMPOBaHHbIX CEPTUUKATOB He A0/MKHA npeBbiwaTb 10 MUHYT.

29.8. TpeboBaHua ona cpencts YL, knacca KB1:

- NOrPEeLHOCTb 3HA4YEHNN BPEMEHU B cepTudmkatax kn4den nposepkn Il 1 cnmckax
aHHYIMPOBaHHbIX CEPTUGMKATOB HE A0/IKHA NpeBbIWaTb 5 MUHYT.

29.9. TpebosaHnAa onA cpenctB YL knaccoe KB2 n KA1 coBnapgaloT ¢ TpeboBaHNAMU
onAa cpencts YL knacca KB1.

30. TpeboBaHMA K CTPyKType cepTudukaTta kawoda nposepkn Il m cnucka
aHHYIMPOBaHHbIX CEPTUGMKATOB:

30.1. TpebosaHuma gna cpeacts YL, knacca KC1:

- gonycTumble CTPYKTYpbl cepTudukarta knwda nposepknm 3l m cnucka
aHHYNIMPOBAHHbLIX CEepPTUPUKATOB [O/HKHbI OblTb MepeyvYncneHbl B 3KCMayaTauMoHHOMU
AOKyMeHTauuun Ha cpeactea YL,
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- B cpeactBax YL pomkeH 6bITb peanu3oBaH MeXaHW3M KOHTPOSA COOTBETCTBUA
co3paBaemMbliX CepTumnKaToB Kko4ven npoBepkn O M CNUCKOB aHHYNMPOBaHHbIX
cepTumnkaToB 3aaHHOW CTPYKTYpE;

- B CTPYKTYype cepTudmkaTa knoya nposepkn 3l gonkHbl 6b6ITb NPegyCMOTPeEHbI none,
copepxallee cBepeHmA o knacce cpencts YL, ¢ ucnonb3oBaHMeM KOTOpbIX 6bln co3gaH
HacToAWMK cepTudukaT Kroda nposepkn 3Al, U none, cogepxawlee CBEAEHWA O Knacce
cpenctea Il Bnagensua ceptudumkaTa knoya nposepkm Al.

30.2. TpebosaHmna ona cpeacts YL, knaccoe KC2 n KC3 coenagatoT ¢ TpeboBaHMAMMU
anAa cpeacts YL knacca KC1.

30.3. TpeboBaHuna ana cpencts YL knacca KB1:

- B cpeacteax YL, pomkeH 6biTb peanM3oBaH MexaHU3M 3afaHuA CUCTEMHbIM
aAMVHUCTPATOPOM Habopa AONYyCTUMbIX OOMNOMHEHUM cepTudmnkara knwoda nposepku 3l u
crnvcka aHHyNIMPOBaHHbIX CepTUPUKaTOB.

30.4. TpeboBaHua onAa cpeactB YL knaccos KB2 n KA1 cosnapatoT ¢ TpeboBaHnAMU
onAa cpencts YL knacca KB1.

31. TpeboBaHMA K peecTpy cepTudukaToB Kouden nposepkn 3l n obecneyeHuto
AOoCTyna K Hemy:

31.1. TpeboBanua gnAa cpeactB YL, knacca KC1:

- B cpeacTtBax YL, oomkHbl 6bITb peann3oBaHbl MEXaHU3Mbl XpPaHEHUA U NMOUCKA BCEX
CO30aHHbIX CepTUGMKATOB KtoYen nposepkn 3l 1 CNUCKOB aHHYNMPOBAHHbIX CEPTUIUKATOB
B PEECTPE, a TaK)Ke CETEBOro A0CTYyNa K peecTpy.

31.2. TpebosaHnAa onAa cpencts YL knacca KC2 cosnapgatoT ¢ TpeboBaHuAMU OnA
cpencts YL knacca KC1.

31.3. TpeboBaHua ana cpencts YL knacca KCS3:

- B cpeactBax YL pnomkeH 6bITb peann3oBaH MEXaHU3M MoncKa CepTUPUKATOB KIToHen
nposepkn 3l 1 CNUCKOB aHHYIMPOBAaHHbIX CEPTUIUKATOB B PEECTPE CEPTUPNKATOB KNHOYEN
npoBepkun 3l No pasnnyHbIM UX aTpudyTam;

- BCe M3MEHeHUA peecTpa cepTudukatoB Kro4ven nposepkn Il OOMXKHbI
perucTpupoBaTbCA B XXypHane aygura.

31.4. TpebosaHuAa panA cpencts YL knaccos KB1, KB2 u KA1 cosnapailoT cC
TpeboaHuamn ona cpencts YL knacca KC3.

32. TpeboBaHua K nposepke Al B cepTugunkaTe knoya nposepkn All:

32.1. [JomkeH 6bITb onpefeneH MexaHu3m MPoBEPKU NoAnNuUCcKU B cepTugukaTe Koda
nposepkn 3l MO 3anpocy yyacTHMKA 3NEKTPOHHOro B3aMMOLENCTBMA U yKa3aH B
aKcnayaTaunoHHOM AOKYyMeHTauum Ha cpencTea YLL.

32.2. B cpenctBax YU pomkeH 6biTb peann3oBaH MexaHu3M MpoBepKU NOASIMHHOCTU
Ol YL B BblgaBaembIx UM cepTudmkaTtax Knoyen nposepku Il1.

32.3. lpoBepka 3l B cepTucmkate knwova nposepkn O3l ocywecTBnAeTcA B
COOTBETCTBMM C pekomeHpaumamm X.509, Bknw4aAa o06A3aTenbHY0 MPOBEPKY BCEX
KPUTUYECKUX OOMOSTHEHUN.

32.4. Ecnu, ucxopgAa mn3 ocobeHHocTen akcnnyataumm cpeacts YL, ponyckaetca
NCNONb30BaHWE anbTepHaTMBHbIX hopmaToB cepTudmkaTta Knwoya nposepku 31, pomkeH
6bITb ONpeaeneH MexaHM3m NPOBEPKM NoANUCK B cepTudmkaTte knoda nposepkun 3 n ykasaH
B T3 Ha pa3paboTky (MogepHu3aumio) cpencts YLI.

33. [InA orpaHnyeHnA BO3MOXHOCTEN MO NOCTPOEHUNIO KaHanoB aTak Ha cpeactea YU ¢
Ncnonb3oBaHMEM KaHaNoB CBA3W [OOJ/IKHbl NMPUMEHATbLCA CpefcTBa MeXCeTeBOro
3KpaHMpPOBaHUA.

34. JomxkHbl 6bITb onpegeneHbl TpebosBaHWA No 3awmuTe cpeacTs YL oT KOMMNbIOTEpHbIX
BUPYCOB N KOMMbIOTEPHbIX aTak 1 yKasaHbl B T3 Ha pa3paboTky (MmogepHusaunio) cpencts YL,

35. MNpu nogknioyveHun cpencts YL, K MHpopMaunmoHHO-TENEKOMMYHUKALMOHHON CETW,



AOCTYN K KOTOPOW He OrpaHuyeH ornpefesieHHbIM KPYyroMm Nnu, yKasaHHble cpeacTBa OOSMKHbI
COOTBETCTBOBATh TpeboBaHUAM K cpeacTeaMm YL knacca KB2 nnn KA1.

36. WccnepoBaHnA cpencte YL ¢ uenbio noateepxxaeHuA cooTBeTcTBUA cpencte YL
HacToAwMM TpeboBaHMAM OOMKHbI NPOBOANTLCA C UCNONb30BaHMeM paspabaTbiBaembix GCH
Poccnn 4ymcnoBbIX 3Ha4YeHU napamMeTpoB UM XapakKTepuUCTUK MexaHW3MOB 3aluThbl,

peannayembix B cpeacTeax YL ! .

1 MoonyHkT 47 nyHkTa 9 MNonoxeHna o MepepanbHo cnyxbe 6esonacHocTn Poccuickon depepauuu,
yTBepXaeHHoro Ykasom [lpesunpeHta Poccuinickon ®epepaumm ot 11 aerycta 2003r. N 960 (CobpaHue
3akoHogaTenscTBa Poccuinckon depepaumn, 2003, N 33, cT. 3254; 2004, N 28, cT. 2883; 2005, N 36, cT. 3665;
N 49, cT1. 5200; 2006, N 25, cT. 2699; N 31 (u. I), cT. 3463; 2007, N 1 (4. 1), cT. 205; N 49, cT. 6133; N 53, cT. 6554;
2008, N 36, cT. 4087; N 43, cT. 4921; N 47, cT. 5431; 2010, N 17, cT. 2054; N 20, cT. 2435; 2011, N 2, cT. 267; N 9,
cT. 1222).
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